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ABSTRACT 
 

Cloud computing represents a transformative approach to delivering IT services via an 

interconnected network of servers, collectively referred to as the "Cloud." This virtualized 

environment seamlessly integrates networks, servers, applications, storage, and services, facilitating 

convenient access for users with minimal administrative overhead. This comprehensive review 

article centers on two fundamental pillars of cloud computing: virtualization and containerization. 

It examines their groundbreaking influence on resource management and deployment efficiency. 

Additionally, the paper explores upcoming trends and challenges expected to shape the cloud 

computing landscape from 2025 to 2030.An emphasis is placed on the anticipated adoption of hybrid 

and multi-cloud strategies, providing organizations with tailored solutions while reducing the risks 

associated with vendor lock-in. The emergence of edge computing is highlighted as a key solution to 

address latency concerns and foster a competitive environment for the Internet of Things (IoT). 

Furthermore, the integration of artificial intelligence (AI) and machine learning within cloud 

frameworks is poised to unlock new avenues of innovation and optimization, propelling digital 

transformation. The article underscores the critical need for enhanced security measures to protect 

sensitive data and ensure user privacy. Ongoing price competitions among cloud providers and 

heightened regulatory scrutiny are also examined, underscoring the dynamic nature of cloud 

computing. By offering insights into the past, present, and future trajectory of cloud computing, this 

article affirms its pivotal role in driving digital innovation and empowering organizations to thrive 

in an interconnected world. In conclusion, the article provides recommendations for businesses to 

leverage emerging technologies and effectively navigate evolving challenges in the realm of cloud 

computing. 
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Introduction: 

Cloud computing refers to the utilization of multiple server machines interconnected through a digital network, 

functioning seamlessly as a unified system. The "Cloud" represents a virtualized environment incorporating networks, 

servers, applications, storage, and services, easily accessible to users on-demand with minimal administrative 

involvement. It provides resources and services without necessitating deep system understanding from users, offering 

a broad array of applications and scalable services tailored to both individuals and businesses [1]. Essentially, cloud 

computing is an IT service delivery method utilizing interconnected, cost-effective computing units via IP networks. 

Originating from the architecture of search engine platforms, it embodies five key technical characteristics: extensive 

resource capacity, exceptional scalability, shared resource pools comprising virtual and physical assets, dynamic 

resource allocation, and versatile applicability across diverse purposes [2]. Through cloud computing, users can access 

services that enable them to store and manipulate data without the need for dedicated hardware. It serves as a service 

delivery model facilitating the real-time deployment of various services, exemplified by platforms such as Google 

Accounts and Amazon Elastic Compute Cloud (EC2). 

 

Cloud Type Description 

1. Public Cloud Provides open access to services over the internet, managed by dedicated service 

providers. 

Infrastructure as a 

Service (IaaS) 

This generally offers network, storage, and software systems, replacing traditional data 

center functions. 

Platform as a Service 

(PaaS) 

This generally provides virtualized servers for application development and 

deployment, minimizing server maintenance. 

- Software as a Service 

(SaaS) 

Delivers software applications through a web browser, eliminating the need for 

installation. 

2. Private Cloud Used by businesses for enhanced data security and control. Can be on-premise or 

externally hosted. 

- On-premise Private 

Cloud 

Cloud infrastructure hosted within the organization's data center. 

- Externally Hosted 

Private Cloud 

Cloud infrastructure hosted externally by a cloud service provider. 

3. Hybrid Cloud It generally combines the features of private & public clouds, allowing users to 

leverage advantages of both. 

4. Community Cloud Shares infrastructure among multiple organizations with common privacy, security, and 

regulatory needs. Situated between public and private 

clouds, it provides exclusive resources for two or more 

organizations with shared considerations. 

5. Multi-cloud Computing Utilizes multiple cloud networks and services simultaneously to address various issues 

in cloud computing. Users or businesses leverage 

different cloud services for different applications, 

enhancing flexibility and resilience. 

6. Distributed Cloud 

Model 

A multitude of micro datacenters linked together via medium to high bandwidth 

connections, administered as a unified entity. Particularly 

advantageous for private enterprise cloud setups, 
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especially for smaller-scale operations in contrast to 

extensive public datacenters. 

 

The expansion of the Internet prompted Internet service providers to adopt cost-effective commodity PCs for storage 

and computing, leading to the rise of three main cloud computing styles: those pioneered by Amazon, Google, and 

Microsoft. Amazon introduced Infrastructure as a Service (IaaS) by leveraging server virtualization, offering services 

such as Elastic Compute Cloud, Simple Storage Service, and Simple DB. Google, on the other hand, concentrated on 

a technique-specific sandbox and introduced Google App Engine as a Platform as a Service (PaaS) solution in 2008. 

Microsoft launched Azure in October 2008, utilizing the Windows Azure Hypervisor and .NET framework, and 

offering services like Blob Object Storage and SQL Service [6].  

 

This discussion encompasses the historical progression, current status, technological advancements, future 

trajectories, challenges, and practical illustrations. It delves into the origins, present landscape, architectural 

paradigms, technological innovations, and specific applications spanning various industries. The aim of this analysis 

is to provide a comprehensive understanding of the evolution of cloud computing, its potential future directions, and 

its practical ramifications for businesses and individuals. 

The Current State of Cloud Computing 

As of 2024, cloud computing stands as a cornerstone in the contemporary landscape of information technology, 

underpinning a myriad of operational functions across industries. Forecasts from Gartner suggest that an estimated 

95% of upcoming workloads will find their home in the cloud by 2025. In response, businesses are recalibrating their 

strategies to harness the flexibility and cost-efficiency ingrained within cloud infrastructure, essential for sustaining 

competitiveness. Predictions indicate that global spending on cloud services infrastructure will surpass $1 trillion in 

2024, propelled by various prevailing trends, including heightened demand for innovative platforms and as-a-service 

solutions, notably those integrating artificial intelligence [7]. Enterprises increasingly view the cloud not merely as a 

cost-saving mechanism but as a strategic enabler for driving innovation, enhancing agility, and achieving success 

across diverse sectors. The trajectory of cloud computing trends is shaped by the ascent of cloud expenses and the 

burgeoning adoption of advanced AI technologies, such as ChatGPT. Businesses are actively transitioning their 

operations to cloud-based platforms, aiming to optimize efficiency and enrich customer engagements. Moreover, 

organizations will persist in leveraging cloud services to access cutting-edge technologies, thereby bolstering the 

overall efficacy of their workflows. Cloud computing streamlines the adoption of new technologies by obviating the 

need for constructing or procuring expensive infrastructure, a pivotal factor in supporting these resource-intensive 

processes [8]. 
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Figure-1: Graphical representation of fields those will bring positive outcomes with 

respect to cloud investments [7] 
 

The Deloitte US Future of Cloud survey report presents compelling insights into the anticipated advantages stemming 

from investments in cloud computing across various business sectors. An overwhelming 83% of respondents highlight 

cloud computing's potential to effectively mitigate business and regulatory risks. Furthermore, a substantial 80% 

express confidence in cloud investments' ability to generate net new product service revenue. The survey underscores 

the role of cloud computing in facilitating business expansion, with 74% recognizing its potential for entering new 

markets. Additionally, 72% of participants acknowledge the positive impact of cloud investments in fostering better 

sustainability practices, aligning with environmental concerns. These findings underscore the diverse benefits that 

organizations expect to derive from embracing cloud technologies, spanning risk mitigation, revenue generation, 

market expansion, and enhanced sustainability efforts. 

Table-2: Recent Emerging Technologies and Practices in the field of Cloud Computing 

[9] 
 

Cloud Computing Trends 
for 2024 

Description 

1. Citizen Developer The concept of Citizen Developer allows non-coders to connect systems using tools like If This 
Then That. Expect tools from Microsoft, AWS, Google, etc., for easy app development with a drag- 
and-drop interface [10]. 

2. Better AI/ML AWS and Google are heavily invested in machine learning. Expect advancements in AI/ML 
integrations, such as AWS DeepLens and Google Lens, with a focus on machine learning-based 
products. IBM is a leader in AI and machine learning initiatives [11], [12]. 

3. Automation Automation is the key to Cloud efficiency. With investments in citizen developer tools and AI, more 
devices are expected to be released to make automation easier for cloud vendors [13], [14]. 
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4. Continued Investment 
in Data 

Storing data in extensive databases within a distributed computing setting. The widespread 
utilization of GPUs for data processing will drive the necessity for novel computer architectures. 
Organizations will execute algorithms concurrently across clusters to facilitate real-time analyses 
[9]. 

5. Competition Increasing competition between AWS, Microsoft Azure, and Google Cloud Platform in pricing, 
reliability, and against other vendors. Expect a shift towards pay-as-you-use models across all 
services [15]. 

6. Kubernetes and 
Docker to Manage Cloud 

Deployment 

Kubernetes and Docker are poised to revolutionize developers' approach to overseeing cloud 
deployments, streamlining the process of deploying, scaling, and managing containerized 
applications through automation [16]. 

7. Cloud Security and 
Resilience 

Cloud service providers are making substantial investments in security and resilience 
capabilities, such as data encryption, access management, and disaster recovery measures, to 
safeguard customer data [17]. 

8. Multi and Hybrid 
Cloud Solutions 

Businesses are adopting multi-cloud and hybrid cloud solutions to spread workloads across 
multiple providers while maintaining control over data and applications [18], [19], [20]. 

9. Cloud Cost 
Optimization 

Cloud providers are developing tools and services to help users manage costs, including cost 
monitoring, budgeting tools, instance sizing recommendations, and reserved instance 
options[21], [22]. 

10. Edge Computing A developing trend is shifting computational tasks and data storage nearer to devices, thereby 
reducing latency and bandwidth demands, resulting in expedited and more effective data 
processing [23], [24]. 

11. Disaster 
Recovery 

A vital aspect for businesses moving operations to the cloud. Cloud providers are developing 
solutions for quick recovery from disruptions like natural disasters or cyberattacks[25], [26]. 

12. Innovation and 
Consolidation in Cloud 

Gaming 

Cloud providers are investing in cloud gaming, with consolidation happening as major players 
acquire smaller companies to expand offerings and reach[27], [28], [29] 

13. Serverless 
Computing 

A burgeoning trend enables developers to execute code without the burden of server 
management, thereby lowering infrastructure expenses and enhancing scalability. [30], [31], 
[32], [33]. 

14. Blockchain Integration of blockchain with cloud computing to create new applications and services. Cloud 
providers offer blockchain-as-a-service (BaaS) solutions for building and deploying 
blockchain applications[34], [35], [36]. 

15. IoT Cloud service providers are allocating resources to develop Internet of Things (IoT) solutions, 
aimed at assisting businesses in the management and processing of data generated by IoT 
devices [37], [38]. 

16. Open-Source 
Cloud 

Growing popularity of open-source cloud solutions for more flexibility and control over cloud 
infrastructure, offering customization options and lower costs [39], [40]. 

17. Low-Code and 
No- Code Cloud Services 

Enabling businesses to develop applications and services without deep technical expertise, 
speeding up development times and reducing costs[41], [42], [43], [44]. 
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18. Cloud-Native 
Applications 

Applications have been designed to run on cloud infrastructure, taking advantage of cloud 
services. Cloud providers offer tools and services for building and deploying cloud-native 
applications[45], [46], [47], [48]. 

19. DevSecOps An approach integrating security into the software development process. Cloud providers 
offer tools and services to help businesses implement DevSecOps practices[49], [50], [51]. 

20. Service Mesh Advanced technology offers a network of microservices equipped with functionalities such as 
load balancing, traffic control, and security. Cloud service providers supply service mesh 
solutions tailored for the management of microservices [52], [53]. 

21. Increased Focus 
on Green Computing 

Initiatives 

Cloud providers invest in green computing initiatives, such as renewable energy and energy- 
efficient infrastructure, to reduce their carbon footprint and meet sustainability goals [54], 
[55], [56]. 

 

Virtualization And Containerization in Cloud Computing 

 

Virtualization 

 

Virtualization stands as a cornerstone in cloud computing, offering significant advantages in terms of convenience 

and efficiency [57], [58]. At its core, virtualization involves the creation of virtual representations or "versions" of 

various entities such as servers, operating systems, storage devices, or network resources, enabling their concurrent 

utilization across multiple machines. The primary goal of virtualization is to optimize workload management by 

transitioning from traditional computing methods to achieve enhanced scalability, efficiency, and cost-effectiveness. 

Virtualization finds application across diverse domains, including operating system virtualization, hardware-level 

virtualization, and server virtualization. This technology, characterized by its hardware efficiency, cost reduction, and 

energy conservation benefits, is rapidly reshaping the foundational principles of computing [59]. 

 

Cloud computing utilizes software-based virtualization mechanisms, including virtualization software that partitions 

a physical computing unit into multiple virtual instances, facilitating easy allocation and management of computing 

resources [60]. LightIOV represents an innovative software-driven NVMe virtualization approach, offering 

exceptional performance and scalability while conserving valuable CPU resources and operating independently of 

specific hardware requirements [61]. Hypervisors, which are software tools that create and manage virtual machines 

(VMs), play a crucial role in virtualization by enabling a host computer to support multiple guest VMs while 

preventing interference between them. QEMU, an open-source emulator and virtualizer, is commonly used for 

virtualization purposes [62]. 
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Figure 2: Containerization Configuration using Virtual Machines [63] 

Virtualization can be deployed across different layers within a computing environment, each providing varying 

degrees of abstraction and isolation.Platforms like Docker and Kubernetes are widely used for container management 

and orchestration.However, virtualization poses significant challenges in terms of data security and privacy protection. 

For instance, it can potentially allocate different tenants' virtual resources to the same physical resource, leading to the 

risk of unauthorized access to user data by other users [57]. 

Containerization 

 

Containerization is a technique utilized for the agile virtualization of software programs within cloud computing 

environments, significantly impacting both software development and deployment phases. Containers are broadly 

categorized into two groups based on their configuration: Application Containers and System Containers [64]. They 

bolster the efficiency of application deployment and find extensive use in both cloud computing and high-performance 

computing (HPC) environments. By encapsulating complex programs along with their dependencies, containers make 

applications more adaptable and portable. However, HPC environments require heightened security measures 

compared to cloud systems, necessitating the inclusion of extensive libraries within HPC containers, which may affect 

their portability. In contrast, cloud containers have a smaller footprint and demonstrate greater portability. 

Additionally, cloud systems typically integrate advanced container orchestration mechanisms, while HPC systems 

may encounter challenges in facilitating container orchestration [65]. 

 

Kubernetes emerges as a widely adopted management platform designed to supervise containerized workloads and 

services. It enables multi-tenancy and provides features such as resource quotas via the Resource Quota API object, 

facilitating effective resource allocation management and ensuring optimal utilization of computational resources [66]. 
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Table 3: Contrasts Between Virtualization and Containerization [67] 

Features Virtualization Containerization 

Security Offers comprehensive isolation from the host 
operating system and other virtual machines 

Typically offers lightweight isolation from the host and other 
containers, albeit with a less robust security boundary 
compared to virtual machines 

Guest 
Compatibility 

Supports running various operating system 
versions within the virtual machine 

Operates on the same operating system version as the host 

Deployment Utilizes Hypervisor software to deploy 
individual virtual machines 

Employs Docker for deploying individual containers or 
utilizes an orchestrator like Kubernetes for managing 
multiple containers 

Persistent 
Storage 

Utilizes technologies such as Virtual Hard 
Disk (VHD) or Server Message Block (SMB) 
for shared storage 

Relies on local disks for storage within a single node or 
leverages SMB for shared storage across multiple nodes or 
servers 

Networking Utilizes virtual network adapters for 
communication 

Implements isolated virtual network adapters, offering 
slightly reduced levels of virtualization 

In [68] and [69], a novel approach was suggested for dynamically allocating resources in cloud environments through 

virtualization. This method utilized the "skewness" strategy to assess resource usage across servers, dynamically 

assigning resources to optimize workloads and implement energy-efficient computing algorithms. Likewise, in [70], 

the focus was on reducing energy consumption and enhancing resource utilization within data centers by employing 

the Energy-Efficient VM allocation technique with the Interior Search Algorithm (EE-ISA), resulting in significant 

energy savings. 

 

[71] tackled the decision-making process regarding shutting down or starting up physical machines (PMs) in cloud 

environments. They introduced the Energy Conserving Resource Allocation algorithm (ECRASP), aimed at reducing 

the power consumption of PMs. In a related study, [72] aimed to optimize the allocation of virtual machines (VMs) 

in cloud environments using the HABBP algorithm, demonstrating superior performance compared to traditional 

binding policies in terms of job execution time. 

 

Several studies focused on load balancing within cloud computing. [73] introduced a Round-Robin scheduling 

algorithm to reduce average waiting and turnaround times for processes. Similarly, [74] presented the Dynamic and 

Elastic Ant Colony Optimization Load Balancing (DEACOLB) algorithm, aiming to minimize the average Make Span 

and decrease standard deviations. 

 

[75] investigated the impact of virtualization on energy consumption in cloud computing. They conducted a 

comparative analysis between scenarios employing the Power Saver Scheduler Algorithm (PSSA) and green 

algorithms, highlighting the increased efficiency of virtualized data center environments despite facing challenges 

related to Make Span. [76] addressed issues of underutilization and overutilization in cloud data centers by introducing 

an autonomous resource allocation model, aiming to reduce request waiting times and optimize Virtual Machine (VM) 

allocation based on workload. 

 

Several studies stressed the importance of effective task scheduling and workload contribution to energy savings. [77] 

introduced the Load Balancing and Task Completion Cost Genetic Algorithm (LCGA) for task scheduling, 

successfully achieving both load balancing and minimization of completion costs simultaneously. Similarly, [78] 
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proposed energy-saving resource allocation algorithms to contribute to workload and reduce energy consumption in 

cloud data centers. 

Quantum Computing in Cloud Environment 

 

[79] and [80] both focus on evaluating the performance of various cloud-based quantum computing platforms, albeit 

employing distinct methodologies. Algorithm development for quantum computing emerges as a significant research 

domain. [81] introduces a quantum k-means algorithm, aiming to tackle specific challenges inherent in quantum 

computing, thereby emphasizing the importance of algorithmic advancements. Architectural frameworks and resource 

management stand out as crucial considerations. [82] introduces an architectural framework for seamlessly integrating 

quantum computing into existing enterprise architectures, stressing the significance of efficient resource allocation. 

[80] delves into analyzing resource consumption and management trends in quantum cloud systems, emphasizing the 

necessity for optimized resource allocation.  

 

Moreover, cryptographic techniques play a pivotal role in ensuring the security and privacy of quantum data. [83] 

investigates cryptographic verification for quantum cloud computing, while [84] proposes a quantum homomorphic 

encryption scheme. Both studies contribute significantly to enhancing security measures in quantum cloud 

environments. In summary, these similarities underscore the multifaceted nature of research in cloud-based quantum 

computing, spanning performance evaluation, algorithm development, architectural integration, resource 

management, and security considerations. 

Challenges and Future Directions: 

Challenges Description Solution 

Privacy & Data 
Security 

Notable concerns arise regarding the security, 
accountability, and privacy of data within Cloud 
environments. These concerns stem from factors such 
as limited visibility, challenges with identity access 
management, potential data misuse, and 
misconfigurations within the Cloud. 

Employ measures such as setting up network 
hardware, applying the latest software updates, 
utilizing firewalls and antivirus software, and 
enhancing bandwidth to optimize the 
availability and security of Cloud data. 

Multi-Cloud 
Environments 

The management of multi-cloud environments poses 
various challenges, including configuration errors, 
inadequate security patching, concerns regarding data 
governance, and granularity issues. Moreover, tracking 
security requirements and enforcing data management 
policies across diverse cloud platforms can be 
particularly daunting. 

Utilize multi-cloud data management solutions 
and employ tools like Terraform to maintain 
control over complex multi-cloud architectures, 
thereby addressing the complexities associated 
with managing multiple cloud environments 
effectively. 

Performance 
Challenges 

Cloud computing performance is contingent upon the 
reliability of service providers, with potential 
implications for business operations in the event of 
vendor downtime. 

Mitigate performance concerns by enrolling 
with Cloud Service Providers offering real-time 
Software as a Service (SaaS) monitoring 
policies, and consider Cloud Solution Architect 
Certification training to ensure optimal 
performance even during challenging situations. 
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Interoperability & 
Flexibility 

Challenges arise with interoperability when 
transitioning applications between different Cloud 
ecosystems, involving tasks such as rebuilding 
application stacks, handling data encryption during 
migration, setting up networks, and managing apps 
and services in the target cloud ecosystem. 

Establish standards for Cloud interoperability 
and portability before project initiation, and 
implement multi-layer authentication and 
authorization tools for verifying accounts across 
public, private, and hybrid cloud ecosystems. 

High Dependence 
on Network 

Insufficient internet bandwidth during large data 
transfers can render data vulnerable to sudden outages. 

Address network dependencies by investing in 
higher bandwidth and focusing on improving 
operational efficiency to ensure seamless data 
transfer and accessibility. 

Lack of Knowledge 
and Expertise 

The shortage of qualified Cloud talent, especially in 
DevOps and automation, poses challenges in finding 
and hiring professionals with the necessary skills and 
knowledge. 

Bridge the skills gap by retraining existing IT 
staff and investing in Cloud training programs to 
enhance their expertise and capabilities in 
managing cloud infrastructure effectively. 

Reliability and 
Availability 

Concerns regarding the high unavailability of Cloud 
services and a lack of reliability may necessitate 
additional computing resources. 

Improve reliability and availability by 
implementing NIST Framework standards in 
Cloud environments, thus ensuring consistent 
service delivery and minimizing disruptions in 
business operations. 

Password Security Critical issues with password management, including Enhance password security by deploying a 

 the use of the same passwords across multiple Cloud 
accounts. 

robust password management solution and 
implementing Multifactor Authentication 
(MFA) alongside a password manager to 

strengthen account security and mitigate the 
risk of unauthorized access. 

Cost Management Challenges persist in managing costs effectively 
despite the pay-as-you-go model, with hidden costs 

often arising from underutilized resources. 

Manage costs efficiently through regular 
system audits and the implementation of 
resource utilization monitoring tools to 

optimize budgets and ensure optimal 
resource allocation across cloud 

infrastructure. 

Lack of Expertise The scarcity of professionals with the requisite skills 
and knowledge for Cloud computing contributes to a 

gap in supply and demand within the industry. 

Address the lack of expertise by retraining 
existing IT staff and investing in Cloud 
training programs to cultivate a skilled 

workforce capable of effectively managing 
and optimizing cloud infrastructure. 

Control or 
Governance 

Governance issues may arise, leading to the 
utilization of tools that do not align with the 

organization's vision, and challenges may arise in 
gaining total control of compliance, risk management, 

and data quality checks during Cloud migration. 

Ensure effective governance by adopting 
traditional IT processes to accommodate 

Cloud migrations and implementing 
measures to align tools and practices with 

organizational goals and compliance 
requirements, thus facilitating seamless 
transition and adherence to regulatory 

standards. 

Compliance Challenges arise from Cloud Service Providers lacking 
up-to-date data compliance policies, along with 

compliance issues concerning state laws and 
regulations during data transfers to the Cloud. 

Expect improvements in compliance by 
anticipating advancements in compliance 

standards such as the General Data 
Protection Regulation (GDPR) Act for Cloud 

Service Providers, thereby ensuring data 
protection and regulatory compliance 
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throughout the data lifecycle within the Cloud 

environment. 

Multiple
 Cloud 
Management 

Managing multiple cloud environments poses 
challenges, particularly with the adoption of hybrid 

cloud strategies, leading to increased complexity due 
to technological differences and cloud computing 

challenges. 

Implement effective data management and 
privacy policies to streamline the 

management of multi-cloud environments, 
thus enhancing operational efficiency and 

ensuring seamless integration and 
collaboration across diverse cloud platforms 

and services. 

Migration Challenges in migrating data to the Cloud may result 
in increased downtimes, security issues, and 

problems with data formatting and conversions. 

Facilitate smooth data migration by 
employing in-house professionals with 
expertise in Cloud data migration and 

increasing investments in analyzing cloud 
computing issues and solutions before 

adopting new platforms and services offered 
by Cloud Service Providers. 

Hybrid-Cloud 
Complexity 

Mixed computing, storage, and services in hybrid 
cloud environments may lead to complexity in 

managing private cloud services, public Clouds, and 
on-premises infrastructures across various 

platforms. 

Address hybrid-cloud complexity by utilizing 
centralized Cloud management solutions, 
increasing automation, and implementing 

robust security measures to streamline 
operations and mitigate complexities 

associated with managing diverse cloud 
environments. 

 

Hybrid and Multi-Cloud Adoption: 

 

Organizations are expected to increasingly adopt hybrid and multi-cloud strategies, strategically leveraging multiple 

cloud providers to optimize features and services tailored to their specific requirements [87]. Empirical survey findings 

from cloud-based security firm Trend Micro highlight that "public cloud services may not fully align with the IT and 

business requisites of certain business organizations." Conversely, the perceived "safer option," namely the private 

cloud, requires substantial investments in infrastructure and operational development, along with the acquisition of 

new skill sets by IT staff. While strategies exist to address each of these concerns independently, the overarching trend 

is expected to lean towards the adoption of hybrid environments, which blend various cloud configurations with non-

cloud environments [88]. 

 

Rise of Edge Computing: 

 

Limitations inherent in the current cloud computing model primarily stem from the substantial volume and rapid 

accumulation of data from Internet of Things (IoT) devices, latency issues arising from the considerable distance 

between edge IoT devices and centralized data centers, and concerns related to monopolistic tendencies versus 

fostering open competition within the IoT landscape. These challenges can be addressed through the implementation 

of open-edge cloud infrastructures. Firstly, such infrastructures facilitate the provision of local computing, storage, 

and networking resources to augment often resource-constrained IoT devices. The overwhelming data generated by 

edge devices can be efficiently stored and pre-processed locally, reducing the need to transmit large volumes of raw 
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data back to central data centers and consequently lessening networking loads. Secondly, by allowing IoT devices to 

offload their tasks to edge servers when their computational capacities are exceeded, latency can be effectively 

managed due to the proximity of edge cloud infrastructure to the devices. This represents a significant improvement 

compared to the conventional cloud computing model. Thirdly, the adoption of an open-edge cloud innovation 

platform has the potential to dismantle monopolies, fostering a more equitable and competitive environment. This 

inclusive platform encourages fair competition among various stakeholders, whether major corporations or smaller 

entities such as inventors, vendors, or Application Service Providers (ASPs). Particularly, smaller stakeholders, often 

closer to end-users, are recognized as dynamic and innovative contributors to the internet community. Establishing 

such an open environment is conducive to nurturing future innovations in the field of edge computing. Discusses the 

integration of edge computing with cloud computing, emphasizing its role in reducing data transmission costs and 

enhancing overall system performance by processing data at the network's edge. They emphasize the benefits of pre-

processing data at the edge, including shortened response times and reduced vulnerabilities. Similarly, delves into the 

significance of edge computing for IoT applications, highlighting its ability to alleviate resource congestion and reduce 

latency by relocating data computation and storage closer to end-users. They conduct a survey to categorize edge 

computing architectures and analyze their performance across various metrics, including network latency, bandwidth, 

energy consumption, and security. Discusses the role of edge computing in enhancing agility, real-time processing, 

and autonomy in intelligent manufacturing within the Industrial IoT framework. They propose an edge computing 

architecture tailored for IoT-based manufacturing, examining its impact on various aspects such as edge equipment, 

network communication, and cooperative mechanisms with cloud computing. The study offers practical insights 

through a case study on active maintenance implementation, serving as a technical reference for deploying edge 

computing in smart factories. Similarly, address scalability issues associated with centralized cloud infrastructures for 

IoT data analysis. They propose distributing IoT analytics between core cloud and network edge to alleviate congestion 

and improve resource utilization. The paper introduces an IoT-aware multilayer transport software-defined networking 

and edge/cloud orchestration architecture, validating a dynamic IoT traffic control mechanism that deploys processing 

to the edge based on network resource state. This approach efficiently integrates packet and optical transport networks 

to enable the dynamic distribution of IoT analytics and optimize network resources. Emphasizes the potential of edge 

computing to reduce latencies and network traffic by moving computation closer to data sources. They propose a 

combined edge and cloud computing approach for IoT data analytics, leveraging edge nodes for data preprocessing 

and feature learning to minimize data transfer. Similarly, [98] discusses the impact of edge computing on IoT, focusing 

on its ability to extend cloud computing capabilities to the network edge. They categorize existing literature to 

establish a taxonomy of edge computing, highlighting its supportive features and indispensable scenarios in IoT 

applications. Introduces the concept of Cloud of Things (CoTs), which integrates IoT with cloud computing to manage 

the increasing volume of data generated by IoT devices. They discuss the architecture, working principles, and issues 

involved in CoTs, emphasizing its importance in creating valuable services through the amalgamation of IoT and 

cloud computing. proposes a flexible IoT edge computing architecture based on multi-agent systems to balance global 

optimization by the cloud and local optimization by edge nodes. They demonstrate the effectiveness of their proposal 

through an energy management system application, highlighting the dynamic optimization of cloud and edge server 

roles. Addresses the challenges and opportunities in integrating IoT with cloud computing. They discuss the 

exponential growth of IoT data and the constraints of IIoT devices, emphasizing the importance of outsourced data 

storage and cloud-compatible computing techniques to facilitate the transition of IoT applications to the cloud. Overall, 

these studies underscore the significance of edge computing in enhancing data processing efficiency, reducing network 

congestion, and enabling innovative IoT applications through the integration of edge and cloud computing paradigms. 

 

AI and Machine Learning Integration: 

 

Cloud service providers are poised to significantly increase their investments in artificial intelligence (AI) and machine 

learning (ML). This strategic focus aims to enable advanced functionalities, specifically in automatic scaling and self-

healing systems within cloud infrastructures. The recent surge in data generation, coupled with substantial 

advancements in computing power, particularly in Graphics Processing Units (GPUs), has propelled AI into the 
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spotlight. Notably, algorithms and models for machine learning and deep learning have garnered considerable 

attention among both researchers and practitioners in the field of cloud computing. The symbiotic relationship between 

Cloud computing and machine/deep learning is evident. On one hand, the Cloud stands to benefit from the integration 

of machine/deep learning, enhancing resource management optimization. Conversely, the Cloud serves as an 

indispensable platform for hosting machine/deep learning services, capitalizing on its pay-as-you-go model and 

seamless accessibility to computing resources. Many machines learning and deep learning algorithms necessitate 

extensive computing power and access to external data sources, factors that can be more cost-effective and streamlined 

through Cloud deployment compared to on-premise infrastructure. The current landscape emphasizes the significance 

of executing technologies for training intricate machine/deep learning models in parallel at a scalable level. This trend 

has led numerous companies to offer AI-related services in the Cloud, exemplified by platforms such as IBM Watson, 

Microsoft Azure Machine Learning, AWS Deep Learning AMIs, Google Cloud Machine Learning Engine, among 

others. The integration of AI services within the Cloud framework underscores the growing synergy between advanced 

computational capabilities and scalable, accessible resources in the pursuit of innovation. According to different 

studies, diverse applications of artificial intelligence (AI) and machine learning (ML) across several domains, 

including cloud computing, Internet of Things (IoT), sports, security, and healthcare. Delves into the applications of 

AI and ML in cloud computing and IoT, offering a comprehensive review of the challenges encountered and 

technological advancements achieved in these domains. underscores the transformative potential of AI, ML, and cloud 

computing in sports, emphasizing their role in optimizing performance, enhancing fan experiences, and unlocking 

new capabilities in athlete management and game strategy.  

 

Conclusion: 

 

The landscape of cloud computing has undergone profound transformations, evolving from its modest beginnings to 

become an indispensable foundation of modern IT infrastructure. Virtualization and containerization have reshaped 

the management and deployment of computing resources, offering unmatched scalability and efficiency advantages. 

Looking ahead to the period spanning 2025 to 2030, numerous trends and challenges come into focus.The adoption 

of hybrid and multi-cloud strategies is poised for acceleration, empowering organizations to tailor features and services 

to their specific requirements while mitigating the risks of vendor lock-in. The emergence of edge computing holds 

promise for addressing latency concerns and nurturing a more competitive and equitable Internet of Things (IoT) 

environment. Concurrently, the integration of AI and machine learning within cloud frameworks is poised to unlock 

new frontiers of innovation and optimization. However, alongside these advancements, significant challenges persist. 

Enhanced security measures are imperative to safeguard sensitive data and ensure user privacy amidst evolving cyber 

threats. Ongoing price competitions among cloud providers may lead to continual reductions in service costs, 

benefiting consumers but potentially impacting providers' profitability. Moreover, increased regulation is anticipated 

to shape the future of cloud computing, with a particular focus on data privacy and security to uphold user rights and 

ensure provider accountability.Reflecting on the current state of cloud computing, it's evident that its pivotal role in 

driving digital innovation and empowering organizations will persist. By embracing emerging technologies, 

addressing security concerns, and adapting to evolving regulatory frameworks, businesses can harness the power of 

the cloud to unlock new opportunities and maintain a competitive edge in an ever-evolving marketplace. 

 

 

 



ISSN:3006-4023 (Online), Journal of Artificial Intelligence General Science (JAIGS)        202        

References: 

[1]. Guzman, N. (2023). Advancing NSFW Detection in AI: Training Models to Detect 

Drawings, Animations, and Assess Degrees of Sexiness. Journal of Knowledge Learning and 

Science Technology ISSN: 2959-6386 (online), 2(2), 275-294. DOI: 

https://doi.org/10.60087/jklst.vol2.n2.p294 

 

 [2]. Kumar, B. K., Majumdar, A., Ismail, S. A., Dixit, R. R., Wahab, H., & Ahsan, M. H. (2023, 

November). Predictive Classification of Covid-19: Assessing the Impact of Digital Technologies. 

In 2023 7th International Conference on Electronics, Communication and Aerospace 

Technology (ICECA) (pp. 1083-1091). IEEE. 
Doi: https://doi.org/10.1109/TNNLS.2011.2179810 

 

[3]. Schumaker, R. P., Veronin, M. A., Rohm, T., Boyett, M., & Dixit, R. R. (2021). A data 

driven approach to profile potential SARS-CoV-2 drug interactions using TylerADE. Journal of 

International Technology and Information Management, 30(3), 108-142. 
DOI: https://doi.org/10.58729/1941-6679.1504 

[4]. Schumaker, R., Veronin, M., Rohm, T., Dixit, R., Aljawarneh, S., & Lara, J. (2021). An Analysis of 

Covid-19 Vaccine Allergic Reactions. Journal of International Technology and Information Management, 

30(4), 24-40. DOI: https://doi.org/10.58729/1941-6679.1521 

 

[5]. Dixit, R. R., Schumaker, R. P., & Veronin, M. A. (2018). A Decision Tree Analysis of 

Opioid and Prescription Drug Interactions Leading to Death Using the FAERS Database. In 

IIMA/ICITED Joint Conference 2018 (pp. 67-67). INTERNATIONAL INFORMATION 

MANAGEMENT ASSOCIATION. 
https://doi.org/10.17613/1q3s-cc46 

[6]. Veronin, M. A., Schumaker, R. P., Dixit, R. R., & Elath, H. (2019). Opioids and frequency 

counts in the US Food and Drug Administration Adverse Event Reporting System (FAERS) 

database: A quantitative view of the epidemic. Drug, Healthcare and Patient Safety, 65-70. 

https://www.tandfonline.com/doi/full/10.2147/DHPS.S214771 

 

[7]. Veronin, M. A., Schumaker, R. P., & Dixit, R. (2020). The irony of MedWatch and the 

FAERS database: an assessment of data input errors and potential consequences. Journal of 

Pharmacy Technology, 36(4), 164-167. 
https://doi.org/10.1177/8755122520928 

 

[8]. Veronin, M. A., Schumaker, R. P., Dixit, R. R., Dhake, P., & Ogwo, M. (2020). A 

systematic approach to'cleaning'of drug name records data in the FAERS database: a case report. 

International Journal of Big Data Management, 1(2), 105-118. 
https://doi.org/10.1504/IJBDM.2020.112404 
 

https://doi.org/10.60087/jklst.vol2.n2.p294
https://ieeexplore.ieee.org/document/6126047
https://doi.org/10.60087/jaigs.v2i1.p13
https://doi.org/10.58729/1941-6679.1504
https://doi.org/10.58729/1941-6679.1521
https://doi.org/10.17613/1q3s-cc46
https://www.tandfonline.com/doi/full/10.2147/DHPS.S214771
https://doi.org/10.1177/8755122520928495
https://doi.org/10.1504/IJBDM.2020.112404


203  Hassan Rehan 

 

 

 

[9]. Schumaker, R. P., Veronin, M. A., & Dixit, R. R. (2022). Determining Mortality Likelihood 

of Opioid Drug Combinations using Decision Tree Analysis. 
https://doi.org/10.21203/rs.3.rs-2340823/v1 
 

[10]. Schumaker, R. P., Veronin, M. A., Dixit, R. R., Dhake, P., & Manson, D. (2017). 

Calculating a Severity Score of an Adverse Drug Event Using Machine Learning on the FAERS 

Database. In IIMA/ICITED UWS Joint Conference (pp. 20-30). INTERNATIONAL 

INFORMATION MANAGEMENT ASSOCIATION. 

 

[11]. Dixit, R. R. (2018). Factors Influencing Healthtech Literacy: An Empirical Analysis of 

Socioeconomic, Demographic, Technological, and Health-Related Variables. Applied Research 

in Artificial Intelligence and Cloud Computing, 1(1), 23-37. 

 

[12]. Dixit, R. R. (2022). Predicting Fetal Health using Cardiotocograms: A Machine Learning 

Approach. Journal of Advanced Analytics in Healthcare Management, 6(1), 43-57. 
Retrieved from https://research.tensorgate.org/index.php/JAAHM/article/view/38 
 

[13]. Dixit, R. R. (2021). Risk Assessment for Hospital Readmissions: Insights from Machine 

Learning Algorithms. Sage Science Review of Applied Machine Learning, 4(2), 1-15. 
Retrieved from https://journals.sagescience.org/index.php/ssraml/article/view/68 

 

[14]. Ravi, K. C., Dixit, R. R., Singh, S., Gopatoti, A., & Yadav, A. S. (2023, November). AI-

Powered Pancreas Navigator: Delving into the Depths of Early Pancreatic Cancer Diagnosis 

using Advanced Deep Learning Techniques. In 2023 9th International Conference on Smart 

Structures and Systems (ICSSS) (pp. 1-6). IEEE. 

 https://doi.org/10.1109/ICSSS58085.2023.10407836 

 

[15]. Khan, M. S., Dixit, R. R., Majumdar, A., Koti, V. M., Bhushan, S., & Yadav, V. (2023, 

November). Improving Multi-Organ Cancer Diagnosis through a Machine Learning Ensemble 

Approach. In 2023 7th International Conference on Electronics, Communication and Aerospace 

Technology (ICECA) (pp. 1075-1082). IEEE. 

https://doi.org/10.1109/ICECA58529.2023.10394923 

 
[16]. Ramírez, J. G. C. (2023). Incorporating Information Architecture (ia), Enterprise Engineering (ee) 

and Artificial Intelligence (ai) to Improve Business Plans for Small Businesses in the United 

States. Journal of Knowledge Learning and Science Technology ISSN: 2959-6386 (online), 2(1), 115-127. 

DOI: https://doi.org/10.60087/jklst.vol2.n1.p127 

[17]. Ramírez, J. G. C. (2024). AI in Healthcare: Revolutionizing Patient Care with Predictive Analytics 

and Decision Support Systems. Journal of Artificial Intelligence General science (JAIGS) ISSN: 3006-

4023, 1(1), 31-37. DOI: https://doi.org/10.60087/jaigs.v1i1.p37 

https://doi.org/10.21203/rs.3.rs-2340823/v1
https://research.tensorgate.org/index.php/JAAHM/article/view/38
https://journals.sagescience.org/index.php/ssraml/article/view/68
https://doi.org/10.1109/ICSSS58085.2023.10407836
https://doi.org/10.1109/ICECA58529.2023.10394923
https://doi.org/10.60087/jklst.vol2.n1.p127
https://doi.org/10.60087/jaigs.v1i1.p37


ISSN:3006-4023 (Online), Journal of Artificial Intelligence General Science (JAIGS)        204        

[18]. Ramírez, J. G. C. (2024). Natural Language Processing Advancements: Breaking Barriers in 

Human-Computer Interaction. Journal of Artificial Intelligence General science (JAIGS) ISSN: 3006-

4023, 3(1), 31-39. DOI: https://doi.org/10.60087/jaigs.v3i1.63 

[19]. Ramírez, J. G. C., & mafiqul Islam, M. (2024). Application of Artificial Intelligence in Practical 

Scenarios. Journal of Artificial Intelligence General science (JAIGS) ISSN: 3006-4023, 2(1), 14-19. 

DOI: https://doi.org/10.60087/jaigs.v2i1.41 

[20]. Ramírez, J. G. C., & Islam, M. M. (2024). Utilizing Artificial Intelligence in Real-World 

Applications. Journal of Artificial Intelligence General science (JAIGS) ISSN: 3006-4023, 2(1), 14-19. 

DOI: https://doi.org/10.60087/jaigs.v2i1.p19 

[21]. Ramírez, J. G. C., Islam, M. M., & Even, A. I. H. (2024). Machine Learning Applications in 

Healthcare: Current Trends and Future Prospects. Journal of Artificial Intelligence General science 

(JAIGS) ISSN: 3006-4023, 1(1). DOI: https://doi.org/10.60087/jaigs.v1i1.33 

[22]. RAMIREZ, J. G. C. (2023). How Mobile Applications can improve Small Business 

Development. Eigenpub Review of Science and Technology, 7(1), 291-305.  

https://studies.eigenpub.com/index.php/erst/article/view/55 

[23]. RAMIREZ, J. G. C. (2023). From Autonomy to Accountability: Envisioning AI’s Legal 

Personhood. Applied Research in Artificial Intelligence and Cloud Computing, 6(9), 1-16. 

https://researchberg.com/index.php/araic/article/view/183 

[24]. Ramírez, J. G. C., Hassan, M., & Kamal, M. (2022). Applications of Artificial Intelligence Models 

for Computational Flow Dynamics and Droplet Microfluidics. Journal of Sustainable Technologies and 

Infrastructure Planning, 6(12). https://publications.dlpress.org/index.php/JSTIP/article/view/70 

[25]. Ramírez, J. G. C. (2022). Struggling Small Business in the US. The next challenge to economic 

recovery. International Journal of Business Intelligence and Big Data Analytics, 5(1), 81-91. 

https://research.tensorgate.org/index.php/IJBIBDA/article/view/99 

[26]. Ramírez, J. G. C. (2021). Vibration Analysis with AI: Physics-Informed Neural Network Approach 

for Vortex-Induced Vibration. International Journal of Responsible Artificial Intelligence, 11(3). 

https://neuralslate.com/index.php/Journal-of-Responsible-AI/article/view/77 

[27]. Shuford, J. (2024). Interdisciplinary Perspectives: Fusing Artificial Intelligence with Environmental 

Science for Sustainable Solutions. Journal of Artificial Intelligence General science (JAIGS) ISSN: 3006-

4023, 1(1), 1-12. DOI: https://doi.org/10.60087/jaigs.v1i1.p12 

[28]. Islam, M. M. (2024). Exploring Ethical Dimensions in AI: Navigating Bias and Fairness in the 

Field. Journal of Artificial Intelligence General science (JAIGS) ISSN: 3006-4023, 1(1), 13-17. 
DOI: https://doi.org/10.60087/jaigs.v1i1.p18 

[29]. Khan, M. R. (2024). Advances in Architectures for Deep Learning: A Thorough Examination of 

Present Trends. Journal of Artificial Intelligence General science (JAIGS) ISSN: 3006-4023, 1(1), 24-30. 

DOI: https://doi.org/10.60087/jaigs.v1i1.p30 

https://doi.org/10.60087/jaigs.v3i1.63
https://doi.org/10.60087/jaigs.v2i1.41
https://doi.org/10.60087/jaigs.v2i1.p19
https://doi.org/10.60087/jaigs.v1i1.33
https://studies.eigenpub.com/index.php/erst/article/view/55
https://researchberg.com/index.php/araic/article/view/183
https://publications.dlpress.org/index.php/JSTIP/article/view/70
https://research.tensorgate.org/index.php/IJBIBDA/article/view/99
https://neuralslate.com/index.php/Journal-of-Responsible-AI/article/view/77
https://doi.org/10.60087/jaigs.v1i1.p12
https://doi.org/10.60087/jaigs.v1i1.p18
https://doi.org/10.60087/jaigs.v1i1.p30


205  Hassan Rehan 

 

 

 
[30]. Shuford, J., & Islam, M. M. (2024). Exploring the Latest Trends in Artificial Intelligence 

Technology: A Comprehensive Review. Journal of Artificial Intelligence General science (JAIGS) ISSN: 

3006-4023, 2(1). DOI: https://doi.org/10.60087/jaigs.v2i1.p13 

[31]. Islam, M. M. (2024). Exploring the Applications of Artificial Intelligence across Various 

Industries. Journal of Artificial Intelligence General science (JAIGS) ISSN: 3006-4023, 2(1), 20-25. 
DOI: https://doi.org/10.60087/jaigs.v2i1.p25 

[32]. Akter, S. (2024). Investigating State-of-the-Art Frontiers in Artificial Intelligence: A Synopsis of 

Trends and Innovations. Journal of Artificial Intelligence General science (JAIGS) ISSN: 3006-

4023, 2(1), 25-30. DOI: https://doi.org/10.60087/jaigs.v2i1.p30 

[33]. Rana, S. (2024). Exploring the Advancements and Ramifications of Artificial Intelligence. Journal 

of Artificial Intelligence General science (JAIGS) ISSN: 3006-4023, 2(1), 30-35. 
DOI: https://doi.org/10.60087/jaigs.v2i1.p35 

[34]. Sarker, M. (2024). Revolutionizing Healthcare: The Role of Machine Learning in the Health 

Sector. Journal of Artificial Intelligence General science (JAIGS) ISSN: 3006-4023, 2(1), 35-48. 

DOI: https://doi.org/10.60087/jaigs.v2i1.p47 

[35]. Akter, S. (2024). Harnessing Technology for Environmental Sustainability: Utilizing AI to Tackle 

Global Ecological Challenges. Journal of Artificial Intelligence General science (JAIGS) ISSN: 3006-

4023, 2(1), 49-57. DOI: https://doi.org/10.60087/jaigs.v2i1.p57 

[36]. Padmanaban, H. (2024). Revolutionizing Regulatory Reporting through AI/ML: Approaches for 

Enhanced Compliance and Efficiency. Journal of Artificial Intelligence General science (JAIGS) ISSN: 

3006-4023, 2(1), 57-69. DOI: https://doi.org/10.60087/jaigs.v2i1.p69 

[37]. Padmanaban, H. (2024). Navigating the Role of Reference Data in Financial Data Analysis: 

Addressing Challenges and Seizing Opportunities. Journal of Artificial Intelligence General science 

(JAIGS) ISSN: 3006-4023, 2(1), 69-78. DOI: https://doi.org/10.60087/jaigs.v2i1.p78 

[38]. Camacho, N. G. (2024). Unlocking the Potential of AI/ML in DevSecOps: Effective Strategies and 

Optimal Practices. Journal of Artificial Intelligence General science (JAIGS) ISSN: 3006-4023, 2(1), 79-

89. DOI: https://doi.org/10.60087/jaigs.v2i1.p89 

[39]. PC, H. P., & Sharma, Y. K. (2024). Developing a Cognitive Learning and Intelligent Data Analysis-

Based Framework for Early Disease Detection and Prevention in Younger Adults with Fatigue. Optimized 

Predictive Models in Health Care Using Machine Learning, 273. 
https://books.google.com.bd/books?hl=en&lr=&id=gtXzEAAAQBAJ&oi=fnd&pg=PA273&dq=Developing+

a+Cognitive+Learning+and+Intelligent+Data+Analysis-

Based+Framework+for+Early+Disease+Detection+and+Prevention+in+Younger+Adults+with+Fatigue&ot

s=wKUZk_Q0IG&sig=WDlXjvDmc77Q7lvXW9MxIh9Iz-

Q&redir_esc=y#v=onepage&q=Developing%20a%20Cognitive%20Learning%20and%20Intelligent%20D

ata%20Analysis-

https://doi.org/10.60087/jaigs.v2i1.p13
https://doi.org/10.60087/jaigs.v2i1.p25
https://doi.org/10.60087/jaigs.v2i1.p30
https://doi.org/10.60087/jaigs.v2i1.p35
https://doi.org/10.60087/jaigs.v2i1.p47
https://doi.org/10.60087/jaigs.v2i1.p57
https://doi.org/10.60087/jaigs.v2i1.p69
https://doi.org/10.60087/jaigs.v2i1.p78
https://doi.org/10.60087/jaigs.v2i1.p89
https://books.google.com.bd/books?hl=en&lr=&id=gtXzEAAAQBAJ&oi=fnd&pg=PA273&dq=Developing+a+Cognitive+Learning+and+Intelligent+Data+Analysis-Based+Framework+for+Early+Disease+Detection+and+Prevention+in+Younger+Adults+with+Fatigue&ots=wKUZk_Q0IG&sig=WDlXjvDmc77Q7lvXW9MxIh9Iz-Q&redir_esc=y#v=onepage&q=Developing%20a%20Cognitive%20Learning%20and%20Intelligent%20Data%20Analysis-Based%20Framework%20for%20Early%20Disease%20Detection%20and%20Prevention%20in%20Younger%20Adults%20with%20Fatigue&f=false
https://books.google.com.bd/books?hl=en&lr=&id=gtXzEAAAQBAJ&oi=fnd&pg=PA273&dq=Developing+a+Cognitive+Learning+and+Intelligent+Data+Analysis-Based+Framework+for+Early+Disease+Detection+and+Prevention+in+Younger+Adults+with+Fatigue&ots=wKUZk_Q0IG&sig=WDlXjvDmc77Q7lvXW9MxIh9Iz-Q&redir_esc=y#v=onepage&q=Developing%20a%20Cognitive%20Learning%20and%20Intelligent%20Data%20Analysis-Based%20Framework%20for%20Early%20Disease%20Detection%20and%20Prevention%20in%20Younger%20Adults%20with%20Fatigue&f=false
https://books.google.com.bd/books?hl=en&lr=&id=gtXzEAAAQBAJ&oi=fnd&pg=PA273&dq=Developing+a+Cognitive+Learning+and+Intelligent+Data+Analysis-Based+Framework+for+Early+Disease+Detection+and+Prevention+in+Younger+Adults+with+Fatigue&ots=wKUZk_Q0IG&sig=WDlXjvDmc77Q7lvXW9MxIh9Iz-Q&redir_esc=y#v=onepage&q=Developing%20a%20Cognitive%20Learning%20and%20Intelligent%20Data%20Analysis-Based%20Framework%20for%20Early%20Disease%20Detection%20and%20Prevention%20in%20Younger%20Adults%20with%20Fatigue&f=false
https://books.google.com.bd/books?hl=en&lr=&id=gtXzEAAAQBAJ&oi=fnd&pg=PA273&dq=Developing+a+Cognitive+Learning+and+Intelligent+Data+Analysis-Based+Framework+for+Early+Disease+Detection+and+Prevention+in+Younger+Adults+with+Fatigue&ots=wKUZk_Q0IG&sig=WDlXjvDmc77Q7lvXW9MxIh9Iz-Q&redir_esc=y#v=onepage&q=Developing%20a%20Cognitive%20Learning%20and%20Intelligent%20Data%20Analysis-Based%20Framework%20for%20Early%20Disease%20Detection%20and%20Prevention%20in%20Younger%20Adults%20with%20Fatigue&f=false
https://books.google.com.bd/books?hl=en&lr=&id=gtXzEAAAQBAJ&oi=fnd&pg=PA273&dq=Developing+a+Cognitive+Learning+and+Intelligent+Data+Analysis-Based+Framework+for+Early+Disease+Detection+and+Prevention+in+Younger+Adults+with+Fatigue&ots=wKUZk_Q0IG&sig=WDlXjvDmc77Q7lvXW9MxIh9Iz-Q&redir_esc=y#v=onepage&q=Developing%20a%20Cognitive%20Learning%20and%20Intelligent%20Data%20Analysis-Based%20Framework%20for%20Early%20Disease%20Detection%20and%20Prevention%20in%20Younger%20Adults%20with%20Fatigue&f=false
https://books.google.com.bd/books?hl=en&lr=&id=gtXzEAAAQBAJ&oi=fnd&pg=PA273&dq=Developing+a+Cognitive+Learning+and+Intelligent+Data+Analysis-Based+Framework+for+Early+Disease+Detection+and+Prevention+in+Younger+Adults+with+Fatigue&ots=wKUZk_Q0IG&sig=WDlXjvDmc77Q7lvXW9MxIh9Iz-Q&redir_esc=y#v=onepage&q=Developing%20a%20Cognitive%20Learning%20and%20Intelligent%20Data%20Analysis-Based%20Framework%20for%20Early%20Disease%20Detection%20and%20Prevention%20in%20Younger%20Adults%20with%20Fatigue&f=false


ISSN:3006-4023 (Online), Journal of Artificial Intelligence General Science (JAIGS)        206        

Based%20Framework%20for%20Early%20Disease%20Detection%20and%20Prevention%20in%20Youn

ger%20Adults%20with%20Fatigue&f=false 

[40]. Padmanaban, H. (2024). Quantum Computing and AI in the Cloud. Journal of Computational Intelligence and Robotics, 4(1), 14–

32. Retrieved from https://thesciencebrigade.com/jcir/article/view/116 

[41]. Sharma, Y. K., & Harish, P. (2018). Critical study of software models used cloud application 

development. International Journal of Engineering & Technology, E-ISSN, 514-518. 
https://www.researchgate.net/profile/Harish-Padmanaban-

2/publication/377572317_Critical_study_of_software_models_used_cloud_application_development/links

/65ad55d7ee1e1951fbd79df6/Critical-study-of-software-models-used-cloud-application-development.pdf 

[42]. Padmanaban, P. H., & Sharma, Y. K. (2019). Implication of Artificial Intelligence in Software 

Development Life Cycle: A state of the art review. vol, 6, 93-98. 
https://www.researchgate.net/profile/Harish-Padmanaban-

2/publication/377572222_Implication_of_Artificial_Intelligence_in_Software_Development_Life_Cycle_A_

state_of_the_art_review/links/65ad54e5bf5b00662e333553/Implication-of-Artificial-Intelligence-in-

Software-Development-Life-Cycle-A-state-of-the-art-review.pdf 

[43]. Harish Padmanaban, P. C., & Sharma, Y. K. (2024). Optimizing the Identification and Utilization of 

Open Parking Spaces Through Advanced Machine Learning. Advances in Aerial Sensing and Imaging, 

267-294.  https://doi.org/10.1002/9781394175512.ch12 

[44]. PC, H. P., Mohammed, A., & RAHIM, N. A. (2023). U.S. Patent No. 11,762,755. Washington, DC: 

U.S. Patent and Trademark Office. https://patents.google.com/patent/US20230385176A1/en 

[45]. Padmanaban, H. (2023). Navigating the intricacies of regulations: Leveraging AI/ML for 
Accurate Reporting. Journal of Knowledge Learning and Science Technology ISSN: 2959-6386 
(online), 2(3), 401-412. DOI: https://doi.org/10.60087/jklst.vol2.n3.p412 

[46]. PC, H. P. Compare and analysis of existing software development lifecycle models to develop 
a new model using computational intelligence. 
https://shodhganga.inflibnet.ac.in/handle/10603/487443 

[47]. Camacho, N. G. (2024). Unlocking the Potential of AI/ML in DevSecOps: Effective 

Strategies and Optimal Practices. Journal of Artificial Intelligence General science (JAIGS) 

ISSN: 3006-4023, 2(1), 79-89. DOI: https://doi.org/10.60087/jaigs.v2i1.p89 

[48]. Camacho, N. G. (2024). The Role of AI in Cybersecurity: Addressing Threats in the Digital 

Age. Journal of Artificial Intelligence General science (JAIGS) ISSN: 3006-4023, 3(1), 143-154. 

DOI: https://doi.org/10.60087/jaigs.v3i1.75 

 

[49]. Latif, M. A., Afshan, N., Mushtaq, Z., Khan, N. A., Irfan, M., Nowakowski, G., ... & Telenyk, S. 

(2023). Enhanced classification of coffee leaf biotic stress by synergizing feature concatenation and 

dimensionality reduction. IEEE Access. 

DOI: https://doi.org/10.1109/ACCESS.2023.3314590 

 

[50]. Irfan, M., Mushtaq, Z., Khan, N. A., Mursal, S. N. F., Rahman, S., Magzoub, M. A., ... & Abbas, 

G. (2023). A Scalo gram-based CNN ensemble method with density-aware smote oversampling for 

improving bearing fault diagnosis. IEEE Access, 11, 127783-127799. 

https://books.google.com.bd/books?hl=en&lr=&id=gtXzEAAAQBAJ&oi=fnd&pg=PA273&dq=Developing+a+Cognitive+Learning+and+Intelligent+Data+Analysis-Based+Framework+for+Early+Disease+Detection+and+Prevention+in+Younger+Adults+with+Fatigue&ots=wKUZk_Q0IG&sig=WDlXjvDmc77Q7lvXW9MxIh9Iz-Q&redir_esc=y#v=onepage&q=Developing%20a%20Cognitive%20Learning%20and%20Intelligent%20Data%20Analysis-Based%20Framework%20for%20Early%20Disease%20Detection%20and%20Prevention%20in%20Younger%20Adults%20with%20Fatigue&f=false
https://books.google.com.bd/books?hl=en&lr=&id=gtXzEAAAQBAJ&oi=fnd&pg=PA273&dq=Developing+a+Cognitive+Learning+and+Intelligent+Data+Analysis-Based+Framework+for+Early+Disease+Detection+and+Prevention+in+Younger+Adults+with+Fatigue&ots=wKUZk_Q0IG&sig=WDlXjvDmc77Q7lvXW9MxIh9Iz-Q&redir_esc=y#v=onepage&q=Developing%20a%20Cognitive%20Learning%20and%20Intelligent%20Data%20Analysis-Based%20Framework%20for%20Early%20Disease%20Detection%20and%20Prevention%20in%20Younger%20Adults%20with%20Fatigue&f=false
https://thesciencebrigade.com/jcir/article/view/116
https://www.researchgate.net/profile/Harish-Padmanaban-2/publication/377572317_Critical_study_of_software_models_used_cloud_application_development/links/65ad55d7ee1e1951fbd79df6/Critical-study-of-software-models-used-cloud-application-development.pdf
https://www.researchgate.net/profile/Harish-Padmanaban-2/publication/377572317_Critical_study_of_software_models_used_cloud_application_development/links/65ad55d7ee1e1951fbd79df6/Critical-study-of-software-models-used-cloud-application-development.pdf
https://www.researchgate.net/profile/Harish-Padmanaban-2/publication/377572317_Critical_study_of_software_models_used_cloud_application_development/links/65ad55d7ee1e1951fbd79df6/Critical-study-of-software-models-used-cloud-application-development.pdf
https://www.researchgate.net/profile/Harish-Padmanaban-2/publication/377572222_Implication_of_Artificial_Intelligence_in_Software_Development_Life_Cycle_A_state_of_the_art_review/links/65ad54e5bf5b00662e333553/Implication-of-Artificial-Intelligence-in-Software-Development-Life-Cycle-A-state-of-the-art-review.pdf
https://www.researchgate.net/profile/Harish-Padmanaban-2/publication/377572222_Implication_of_Artificial_Intelligence_in_Software_Development_Life_Cycle_A_state_of_the_art_review/links/65ad54e5bf5b00662e333553/Implication-of-Artificial-Intelligence-in-Software-Development-Life-Cycle-A-state-of-the-art-review.pdf
https://www.researchgate.net/profile/Harish-Padmanaban-2/publication/377572222_Implication_of_Artificial_Intelligence_in_Software_Development_Life_Cycle_A_state_of_the_art_review/links/65ad54e5bf5b00662e333553/Implication-of-Artificial-Intelligence-in-Software-Development-Life-Cycle-A-state-of-the-art-review.pdf
https://www.researchgate.net/profile/Harish-Padmanaban-2/publication/377572222_Implication_of_Artificial_Intelligence_in_Software_Development_Life_Cycle_A_state_of_the_art_review/links/65ad54e5bf5b00662e333553/Implication-of-Artificial-Intelligence-in-Software-Development-Life-Cycle-A-state-of-the-art-review.pdf
https://doi.org/10.1002/9781394175512.ch12
https://patents.google.com/patent/US20230385176A1/en
https://doi.org/10.60087/jklst.vol2.n3.p412
https://shodhganga.inflibnet.ac.in/handle/10603/487443
https://doi.org/10.60087/jaigs.v2i1.p89
https://doi.org/10.60087/jaigs.v3i1.75
https://doi.org/10.1109/ACCESS.2023.3314590


207  Hassan Rehan 

 

 

 

 DOI: https://doi.org/10.1109/ACCESS.2023.3332243 

 

[51]. Irfan, M., Mushtaq, Z., Khan, N. A., Althobiani, F., Mursal, S. N. F., Rahman, S., ... & Khan, I. 

(2023). Improving Bearing Fault Identification by Using Novel Hybrid Involution-Convolution 

Feature Extraction with Adversarial Noise Injection in Conditional GANs. IEEE Access. 

 

 DOI: https://doi.org/10.1109/ACCESS.2023.3326367 

 

[52]. Rahman, S., Mursal, S. N. F., Latif, M. A., Mushtaq, Z., Irfan, M., & Waqar, A. (2023, 

November). Enhancing Network Intrusion Detection Using Effective Stacking of Ensemble Classifiers 

With Multi-Pronged Feature Selection Technique. In 2023 2nd International Conference on Emerging 

Trends in Electrical, Control, and Telecommunication Engineering (ETECTE) (pp. 1-6). IEEE. 

 

DOI:  https://doi.org/10.1109/ETECTE59617.2023.10396717 

 

[53]. Latif, M. A., Mushtaq, Z., Arif, S., Rehman, S., Qureshi, M. F., Samee, N. A., ... & Al-masni, M. 

A. Improving Thyroid Disorder Diagnosis via Ensemble Stacking and Bidirectional Feature Selection. 
https://doi.org/10.32604/cmc.2024.047621 

 

[54]. Ara, A., & Mifa, A. F. (2024). INTEGRATING ARTIFICIAL INTELLIGENCE AND BIG 

DATA IN MOBILE HEALTH: A SYSTEMATIC REVIEW OF INNOVATIONS AND 

CHALLENGES IN HEALTHCARE SYSTEMS. Global Mainstream Journal of Business, Economics, 

Development & Project Management, 3(01), 01-16. 

 

DOI: https://doi.org/10.62304/jbedpm.v3i01.70 
 

[55]. Bappy, M. A., & Ahmed, M. (2023). ASSESSMENT OF DATA COLLECTION TECHNIQUES 

IN MANUFACTURING AND MECHANICAL ENGINEERING THROUGH MACHINE 

LEARNING MODELS. Global Mainstream Journal of Business, Economics, Development & Project 

Management, 2(04), 15-26. 

DOI: https://doi.org/10.62304/jbedpm.v2i04.67 

 
 

[56]. Bappy, M. A. (2024). Exploring the Integration of Informed Machine Learning in Engineering 

Applications: A Comprehensive Review. American Journal of Science and Learning for Development, 

3(2), 11-21. 

DOI: https://doi.org/10.51699/ajsld.v3i2.3459 

 

[57]. Uddin, M. N., Bappy, M. A., Rab, M. F., Znidi, F., & Morsy, M. (2024). Recent Progress on 

Synthesis of 3D Graphene, Properties, and Emerging Applications. 

DOI: https://doi.org/10.5772/intechopen.114168 

https://doi.org/10.1109/ACCESS.2023.3332243
https://doi.org/10.1109/ACCESS.2023.3326367
https://doi.org/10.1109/ETECTE59617.2023.10396717
https://doi.org/10.32604/cmc.2024.047621
https://doi.org/10.62304/jbedpm.v2i04.67
https://doi.org/10.51699/ajsld.v3i2.3459
https://doi.org/10.5772/intechopen.114168


ISSN:3006-4023 (Online), Journal of Artificial Intelligence General Science (JAIGS)        208        

 

[58]. Hossain, M. I., Bappy, M. A., & Sathi, M. A. (2023). WATER QUALITY MODELLING AND 

ASSESSMENT OF THE BURIGANGA RIVER USING QUAL2K. Global Mainstream Journal of 

Innovation, Engineering & Emerging Technology, 2(03), 01-11. 

DOI: https://doi.org/10.62304/jieet.v2i03.64 

 

 
 

  
 

 
 

  

 

 

 

 

 

https://doi.org/10.62304/jieet.v2i03.64

