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ABSTRACT

With the widespread integration of artificial intelligence (Al) and blockchain
technologies, safeguarding privacy has become of paramount importance. These
techniques not only ensure the confidentiality of individuals' data but also
maintain the integrity and reliability of information. This study offers an
introductory overview of Al and blockchain, highlighting their fusion and the
subsequent emergence of privacy protection methodologies. It explores various
application contexts, such as data encryption, de-identification, multi-tier
distributed ledgers, and k-anonymity techniques. Moreover, the paper critically
evaluates five essential dimensions of privacy protection systems within Al-
blockchain integration: authorization management, access control, data security,
network integrity, and scalability. Additionally, it conducts a comprehensive
analysis of existing shortcomings, identifying their root causes and suggesting
corresponding remedies. The study categorizes and synthesizes privacy protection
methodologies based on Al-blockchain application contexts and technical
frameworks. In conclusion, it outlines prospective avenues for the evolution of
privacy protection technologies resulting from the integration of Al and
blockchain, emphasizing the need to enhance efficiency and security for a more
comprehensive safeguarding of privacy.
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Introduction:

In recent years, the fusion of Artificial Intelligence (Al) and Machine Learning (ML) technologies has reshaped
various industries, fostering innovation and enhancing efficiency. Nevertheless, as reliance on Al/ML applications
grows, concerns surrounding data privacy and security have taken center stage. With organizations accumulating vast
troves of sensitive data for training and deploying Al models, safeguarding privacy has become an imperative
challenge.

To tackle these concerns, there's been a surge of interest in privacy-preserving Al/ML application architectures. These
architectures aim to deploy robust techniques and strategies to shield sensitive data while leveraging Al and ML
capabilities for insights and decision-making. Thus, grasping the array of techniques, trade-offs, and real-world case
studies becomes crucial for organizations eyeing the adoption of privacy-preserving AI/ML solutions.

This paper delves into the intricate realm of privacy-preserving Al/ML application architectures, exploring a spectrum
of techniques employed to uphold data privacy while upholding the effectiveness of Al/ML models. From encryption
methodologies to differential privacy frameworks, each technique carries its distinct trade-offs, striking a balance
between privacy necessities and considerations of performance and usability.

Moreover, the paper scrutinizes real-world case studies spanning various industries, illustrating how organizations
have effectively deployed privacy-preserving Al/ML application architectures to tackle specific challenges. These
case studies offer valuable insights into the practical implications, hurdles encountered, and key takeaways from
implementing privacy-preserving Al/ML solutions.

By synthesizing cutting-edge research, industry best practices, and practical experiences, this paper aims to provide a
comprehensive panorama of privacy-preserving AI/ML application architectures. It empowers readers with the
knowledge and insights necessary to navigate the intricate landscape of privacy protection in AI/ML applications,
enabling organizations to make informed decisions and craft robust privacy-preserving strategies for their Al
endeavors.

Privacy and Security in Al and Blockchain

1. Evolution of Blockchain Technology
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The emergence of the Bitcoin blockchain system, introduced by Nakamoto in November 2008 [1], ignited global
interest and sparked extensive discussions. The exponential surge in Bitcoin's value has propelled the term
"cryptocurrency” into the forefront of both industrial and academic discourse. As of February 18, 2023 [2], Bitcoin's
circulating market capitalization reached RMB 3.25 trillion, underscoring its substantial commercial significance and
the vast potential of virtual currencies within the financial domain. This surge has revitalized research and
development efforts in blockchain technology. The initial phase, dubbed Blockchain 1.0, primarily hinges on
distributed ledgers. The advent of Ethereum in 2014 marked a pivotal juncture in Blockchain 2.0, integrating
groundbreaking technologies such as smart contracts [3]. Blockchain 3.0 has introduced application platforms for the
Internet of Things and smart healthcare [4], while Blockchain 4.0 aims to forge a resilient ecosystem and broaden the
applications of blockchain technology across diverse sectors, including culture, entertainment, and communication
infrastructure [5].

Blockchains are classified based on their accessibility and governance levels, chiefly as public, private, and federated
chains. Public blockchains like Bitcoin and Ethereum epitomize decentralization, facilitating free entry and exit of
nodes, thereby fostering maximum decentralization. Federated chains, exemplified by FISCO BCOS [6], enable smart
contract execution using Turing-complete languages and employ homomorphic cryptography for privacy protection,
albeit with partial decentralization. Conversely, private blockchain networks such as Antchain regulate node
permissions while offering expedited transaction processing and reduced fees.

The structure of the Ethereum blockchain, depicted in Figure 1, employs a linked list data structure to interlink multiple
blocks [7]. Each block header retains the hash address of the preceding block, ensuring a sequential linkage between
successive blocks. Despite the manifold advantages of blockchain technology, security concerns across various
domains cannot be disregarded. In the financial sector, the economic repercussions of privacy breaches are
immeasurable [8]. Safeguarding user assets and identity information has become paramount in blockchain security
research, given their criticality and the potential menace posed by malevolent nodes. Security remains an indispensable
facet of any industry or technology, with blockchain security being pivotal for its sustainable progression.

Ethereum functions as a decentralized blockchain platform, where multiple nodes collaboratively maintain a shared
ledger of information. Each node employs the Ethereum Virtual Machine (EVM) to execute smart contracts,
communicating via a peer-to-peer network [9]. Nodes possess distinct functions and permissions, yet all can aggregate
transactions and partake in block mining. Upon attaining bookkeeping authority, an Ethereum node publishes a block,
with other nodes ensuring data consistency through the Proof of Stake (PoS) consensus mechanism.



69 Harish Padmanaban

Time

(,r
'——‘[ Elock 1 hash ‘ { Elock 2 hash Elock 3 hash
q {Timestamp { Merkle root { Nonce ‘
Q ock header - =
— = I~
[ Hashl ][ Haszh2 ] [ Hash3 } [ Hashd ][ - ]
[ | [ | [ | [ | J | l
Data 1 Data 2 Data 3 Data 4
-

Figure 1: Structure of the Ethereum Blockchain

The Ethereum blockchain structure is characterized by its rapid block generation speed, approximately 15
seconds per block, surpassing Bitcoin in this aspect. This feature enables miners to receive block rewards
at a faster rate and significantly reduces the time required for transaction verification. Additionally,
Ethereum facilitates the implementation of smart contracts, enabling users to develop various

applications such as digital wallets and decentralized applications (DApps).

2. Artificial Intelligence

Artificial intelligence (Al) [10] is a discipline dedicated to crafting computer systems capable of mimicking
autonomous thought processes and decision-making. The primary objective of Al is to render informed judgments
and proficiently execute predefined tasks. Recent groundbreaking achievements, such as DeepMind's AlphaGo
claiming the world champion title and the success of OpenAl's ChatGPT model, have propelled Al into the limelight,
eliciting substantial interest globally. Subdomains within Al encompass deep learning, natural language processing
(NLP), and others, all interconnected by their core mission of scrutinizing and deciphering data.
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Natural Language Processing (NLP) [10] stands as a vital subfield of Al concerned with processing various forms of
textual and linguistic data. Advancements in deep learning have engendered the development of cutting-edge NLP
models like BERT and GPT. NLP employs specialized processing techniques or models to computationally dissect
data, facilitating tasks such as text categorization, speech recognition, and machine translation.

The initial phase of NLP entails converting text into a format comprehensible by computers. However, this endeavor
is complicated by language intricacies, ambiguity, and the necessity for precise evaluation metrics. Researchers tackle
these complexities by employing specific symbolic representations and neural network architectures tailored to
different NLP tasks.

Deep Learning (DL) [12] serves as a cornerstone of Al, modeled after the neural structure of the human brain. DL
processes input information through hierarchical network structures, layer by layer, to generate a final representation.
It encompasses supervised and unsupervised learning methodologies and has profoundly influenced domains such as
image processing, speech recognition, and NLP.

Hide layer

Inpute layer— Qutput layer

In Figure 2, deep learning (DL) employs a multi-level neural network architecture to extract data features. This neural
network consists of three primary types of layers: the input layer, the hidden layer, and the output layer. Each layer of
perceptrons is interconnected, forming the deep learning model. The emergence of distributed deep learning has made
computational parameters such as eigenvalues and gradient values crucial information transmitted between nodes
during model training. However, the existence of malicious nodes poses a threat as they could intercept computation
results using sophisticated attack algorithms, potentially leading to the exposure of sensitive data through reverse
inference or data leakage.

3. Convergence of Artificial Intelligence and Blockchain Technologies

In today's era of information technology, the fusion of artificial intelligence (Al) and blockchain technologies is
increasingly prevalent across various sectors, emphasizing the importance of addressing data security and privacy
concerns. Pioneering initiatives such as Anthropic’s Constitutional Al [13], SingularityNET’s Decentralized Al [14],
and ChainLink’s Decentralized Oracle [15] exemplify the deep integration of Al and blockchain technologies, aiming
for enhanced efficiency, security, and transparency in data processing.
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Anthropic’s Constitutional Al system leverages large-scale models and blockchain technologies to ensure audit
tracking and accountability throughout the model training process, covering data, parameters, and outputs. Similarly,
SingularityNET’s Decentralized Al system implements Al models on blockchain networks, fostering decentralized
collaboration and services among models. This setup enables users to conveniently access models, adjust parameters,
and utilize highly dependable services. Furthermore, ChainLink’s Decentralized Oracle system enables blockchain
networks to securely interact with off-chain Al models and datasets while verifying inputs and outputs, thus furnishing
a credible external information source for blockchains.

These integrated systems showcase the convergence of artificial intelligence and blockchain technologies through the
following aspects:

1. Utilization of blockchain technology for storing and recording model parameters, training data, and inputs and
outputs, ensuring transparency in model audits and fostering accountability.

2. Deployment of Al models on blockchain networks to facilitate decentralized collaboration and services among
models, thereby enhancing system stability and scalability.

3. Provision of secure access to external Al models and data through decentralized systems, empowering blockchain
networks to access reliable external information.

4. Harnessing blockchain-based incentive mechanisms and token designs to establish incentivized connections and
trust interactions between Al model developers and users.

Blockchain Privacy Protection

Blockchain technology, renowned for its distributed ledger system and consensus algorithms like Proof of Stake (PoS)
[16], guarantees on-chain data integrity and transaction encryption through cryptographic methods. However, despite
its inherent transparency, the exposure of sensitive data on the blockchain poses significant challenges to data privacy
and security [17], particularly in domains like financial applications and supply chain management, where transaction
data confidentiality holds paramount importance. To tackle these challenges and expand the horizons of blockchain
applications, ensuring robust data security and privacy protection becomes imperative.

Numerous data protection technologies have been proposed to bolster data privacy on the blockchain, encompassing
zero-knowledge proof, ring signatures, homomorphic encryption, and secure multi-party computation [18]. Each of
these technologies offers distinctive capabilities in fortifying data privacy:

Zero-Knowledge Proof (ZKP)

Zero-Knowledge Proof (ZKP), a cryptographic technique introduced by Goldwasser et al. [19] in 1985, enables a
prover to demonstrate the correctness of a statement to a verifier without disclosing any information beyond the
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statement's validity. In the blockchain context, ZKP protocols like zk-SNARKSs are widely utilized to ensure privacy
by generating succinct proofs without divulging underlying data, facilitating functionalities such as decentralized coin-
mixing pools for enhanced privacy [20].

Ring Signature

Ring Signature (RS), conceived by Rivest in 2001 [21], permits a signer to conceal their identity within a group of
users, forming a ring of participants of equal status. When applied to the blockchain, RS obscures transaction
addresses, rendering it challenging for attackers to deduce traders' identities. By selecting members within the ring,
users augment privacy, with variations such as threshold ring signatures offering additional flexibility and security.

Homomorphic Encryption (HE)

Homomorphic Encryption (HE) stands as a pivotal cryptographic technique in blockchain development, allowing
operations on encrypted data without exposing plaintext, thereby ensuring both confidentiality and data availability.
With partial and fully homomorphic encryption, users can securely perform computations on encrypted data,
preserving privacy while upholding computational efficiency [22].

Each of these privacy protection technologies plays a crucial role in enhancing data privacy on the blockchain,
mitigating concerns associated with confidentiality and security.

Avrtificial Intelligence Privacy Protection Technology

In the era of advanced Al technologies, safeguarding the privacy of sensitive personal data holds paramount
importance, particularly in sectors such as healthcare and finance. With Al models evolving continuously, including
language analysis and perception models like ChatGPT, preserving privacy while leveraging sensitive data becomes
imperative. Various privacy protection techniques, such as secure multi-party computation and homomorphic
encryption, play pivotal roles in ensuring the security of sensitive information across diverse Al applications.

Secure Multi-party Computation (SMPC)

Secure Multi-party Computation (SMPC) enables multiple participants to collaboratively process private data without
disclosing individual inputs. Protocols like garbled circuits and secret sharing facilitate secure computation of
functions while maintaining data privacy, ensuring that each participant only accesses their computed values [24].

Differential Privacy

Differential privacy, introduced by Dwork et al. in 2006 [26], revolves around preserving data privacy by introducing
controlled noise to sensitive information during data processing. By striking a balance between data distortion and
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privacy requirements, differential privacy techniques guarantee that sensitive information does not unduly influence
data queries, thus mitigating privacy risks while preserving data utility [27].

In conclusion, advancements in privacy protection technologies empower the responsible and secure utilization of
sensitive data in Al applications, addressing concerns related to privacy infringement and data misuse.

Privacy Protection Through the Integration of Al and Blockchain Technologies
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Currently, the reliability of data transmission within the data trust system faces limitations [28], posing risks to data
security and privacy. To address this challenge, integrating blockchain technology can establish a robust and
trustworthy data storage and sharing system, thereby enhancing data security and privacy protection [29]. Table 1
delineates specific applications of integrating artificial intelligence and blockchain in privacy protection technology.
Strengthening the integration and deployment of these technologies can significantly augment the security and
protective capabilities of the existing data trust system.

Data Encryption

Conventional data storage and sharing methods are vulnerable to various security threats [30][6][31], notably due to
their dependence on centralized servers, rendering them susceptible to attacks and resulting in issues such as data leaks
and tampering. Traditional encryption methods are inadequate to meet the escalating security requirements [34][35].

To address these challenges, privacy protection technology amalgamating artificial intelligence and blockchain has
emerged. Leveraging distributed encryption algorithms substantially enhances the security and privacy protection
level of data.

Given that traffic and vehicle data often encompass sensitive personal information, Wang et al. [32] introduced a
blockchain-based privacy-preserving federated learning (FL) scheme. This scheme enhances the Multi-Krum
technique by integrating it with homomorphic encryption to achieve ciphertext-level model aggregation and filtering,
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facilitating verification of local models while ensuring privacy protection. In this scheme, the Paillier homomorphic
encryption technique [36] encrypts model updates, providing additional privacy protection.

The Paillier algorithm functions as follows:

(1) Key Generation: The process involves selecting two random large prime numbers \( p \) and \( g \) to satisfy \( n_0
\) and \( \lambda \) as per Formula 2 and Formula 3, respectively. Then, a value \( g \) is chosen from set \( B \) to
fulfill Formula 5 based on Formula 4.

\[ text{Paillier.Genkey()} \rightarrow (n_0, g), (\lambda, \mu) \]
\[n_0=p\timesq\]

\[ \lambda = \text{lcm}(p -1, q-1)\]

\[ L(x) = \frac{{x - 133{{n_0}} ]

\[ \gcd(L(g"{\lambda \bmod n”*2})) \]

(2) Encryption: The Paillier algorithm is applied using Formula 6.

\[ \text{Paillier.Enc(m)} \rightarrow ¢ = g"m \cdot r*{n_0} \bmod n"2 \]

(3) Decryption: The ciphertext \( ¢ \) is decrypted using Formula 7, where \( m<n_0\).

\[ \text{Paillier.Dec(c)} \rightarrow m = \frac{{L(c{\lambda \bmod n"2})}}{{L(g"{\lambda \bmod n*2})}} \bmod
n_0}\]

Here, \( (n_0, g) \) denotes the public key, while \( (\lambda, \mu) \) represents the private key. \( m \) denotes the
plaintext, and \( r <n_0\) is a random number.

De-identification

De-identification serves as a widely adopted technique for anonymizing personal identification information within
data by segregating data identifiers from the data itself, thus mitigating risks associated with data tracking. Jennath et
al. [7] proposed a decentralized artificial intelligence framework based on permissioned blockchain technology that
employs this approach. The framework effectively segregates personal identification information from non-personal
identification information and stores the hash value of personal identification information in the blockchain. This
approach facilitates the sharing of medical data without compromising patient identities. The framework utilizes two
independent blockchains for data requests, as depicted in Figure 3. One blockchain stores patient information and data
access permissions, while the other logs audit traces of queries or requests made by requesters. This design empowers
patients with full ownership and control over their data while facilitating secure data sharing among multiple entities.
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Multi-layered Distributed Ledger

A multi-layer distributed ledger constitutes a decentralized data storage system comprising multiple hierarchical layers
designed to facilitate efficient and secure data sharing while upholding privacy protection [31][7].

Chang et al. [31] introduced DeepLinQ, a blockchain-based multi-layer distributed ledger aimed at addressing users'
privacy concerns regarding data sharing by enabling privacy-protected data sharing. DeepLinQ leverages blockchain
features such as complete decentralization, consensus mechanisms, and anonymity to safeguard data privacy. It
achieves this through various techniques including on-demand querying, proxy reservation, subgroup signatures,
access control, and smart contracts. By employing these techniques, DeepLinQ facilitates privacy-protected
distributed data sharing.

K-anonymity

The K-anonymity method [37][38] constitutes a privacy protection technique focusing on grouping individuals in a
dataset such that each group comprises at least K individuals with identical attribute values, thereby safeguarding
individual privacy.

Long et al. [37] proposed a robust transactional model based on the K-anonymity method for transactions between
electric vehicles and energy nodes. In this model, the K-anonymity method serves two primary purposes: firstly, to
conceal user identifiers to prevent attackers from linking users to their electric vehicles, and secondly, to obfuscate
the location of electric vehicles by constructing a unified request using K-anonymity techniques to conceal the car
owner's location.

Evaluation and Situation Analysis

Authority Management

Access control is a critical security measure that regulates user access to authorized resources based on predefined
rules or policies to maintain system security and data integrity. Therefore, designing and implementing access control
mechanisms are of paramount importance in both blockchain and Al systems.

TURKI et al. [41] pioneered an intelligent privacy parking management system that leverages Al and blockchain
technology, employing a Role-Based Access Control (RBAC) model for permission management [42, 43, 44, 50, 51,
52]. In this model, users are assigned distinct roles and categorized accordingly to govern attribute access permissions.
Participants utilize their blockchain addresses to verify their identities and execute attribute authorization access.
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Similarly, Ali et al. [49] developed a privacy protection and intrusion detection framework grounded in blockchain
and deep learning, outlining four levels of access control policies. The framework includes Membership Service
Participants (MSPs) responsible for managing client registration, authentication processes, and issuance and storage
of participant certificates. Additionally, Key Verifiers (KVs) verify user identities and certificates upon request.

Access Control

Access control is pivotal in ensuring privacy protection by regulating access based on user identity and group
membership to ensure only authorized users can access specific resources, thus protecting the system from
unauthorized intrusion. Effective access control requires meticulous consideration and implementation of factors such
as user authentication [41], authorization [48], and access policies [42]. Only through integrating these aspects can
privacy and security be maintained within the system.

Digital Identity Technology (DIT) [40, 41, 42, 48, 53] emerges as a promising approach for 10T applications, providing
secure access control and safeguarding device and data privacy. Wazid et al. [47] proposed access control policies
based on digital identity technology and cryptographic primitives to enhance communication security among entities
like drones, Ground Station Servers (GSS), and cloud servers. This approach ensures secure data sharing.

Lee et al. [48] introduced blockchain-based access tokens to authenticate access control policies inscribed in smart
contracts, deploying these tokens to authenticate Docker Registry and ensure only authorized users can access
encapsulated models. These technologies offer efficient and dependable secure access control mechanisms in loT
environments.

Despite advancements, some systems still struggle to implement effective access control. Table 4 summarizes
deficiencies and implicated layers. Potential reasons include unreasonable system design and inadequate permission
control, leading to security vulnerabilities.

Data Protection

Data protection encompasses various measures such as access control, data encryption [40, 54], data backup, and
security auditing to prevent illegal access, tampering, or leakage of user data. Technologies like anonymization [42],
data masking [46], data encryption, and data isolation [55] shield data from unauthorized access and leakage.
Encryption technologies like differential privacy protection [45], homomorphic encryption [49], hash algorithms [42,
47], digital signature algorithms [49], and asymmetric encryption algorithms [46, 48] ensure data confidentiality and
prevent unauthorized access.

Wan et al. [45] utilized homomorphic encryption to encrypt local model parameters of edge devices before uploading
them to the central server. This study integrated differential privacy protection to safeguard privacy.
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Lee et al. [48] introduced a management framework leveraging blockchain and Al technology to safeguard the privacy
of digital assets, utilizing OrbitDB as an off-chain distributed database. This approach ensures data security and
privacy, preventing data abuse.

However, reliance solely on encryption technology is insufficient for data protection. Table 5 outlines issues related
to data protection, including heavy reliance on blockchain for security and difficulties in designing encryption
algorithms for real-world scenarios.

Network Security

Network security encompasses preventing network attacks, ensuring data confidentiality and integrity, and
safeguarding systems from malicious software and network viruses. Various security measures, secure network
architectures, and protocols must be implemented to achieve system security and reliability [57].

Ali et al. [49] proposed a privacy-preserving intrusion detection framework based on blockchain and deep learning.
This framework incorporates an Intrusion Detection System (IDS) that monitors and analyzes network traffic,
identifying intrusions using feature-based and anomaly-based methods.

Singh et al. [40] introduced an loT healthcare privacy protection framework integrating federated learning and
blockchain technology, enhancing security with protocols in 10T devices and intelligent systems.

Table 6 outlines network attacks and preventive measures for privacy protection systems. The absence of network
security protection may lead to various security threats and risks, causing significant losses to individuals and
businesses. Therefore, ensuring network security protection is crucial in privacy protection systems integrating
artificial intelligence and blockchain.

Scalability

Scalability refers to a system's capacity to accommodate an increasing number of users or larger data volumes. When
designing for scalability, factors such as system performance, node management, data storage, and transmission must
be carefully considered to ensure that scalability is achieved without compromising security.

Lee et al. [48] developed a system compliant with the European General Data Protection Rules (GDPR) by storing
artwork metadata and privacy-related data in a distributed file system off the blockchain. Digital tokens and artwork
metadata are stored in OrbitDB, a distributed database across multiple nodes, enhancing system scalability by
dispersing data storage.
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Wan et al. [45] introduced a blockchain-based B5G edge device privacy protection framework utilizing federated
learning for distributed learning of local data. The central server aggregates encrypted local parameters from all clients
and updates the global model. Employing blockchain technology decentralizes the federated learning server, reducing
risks of single-point failure and poisoning attacks. This framework's versatility allows for application across various
datasets, models, computing resources, and algorithms, enhancing system scalability while improving model
interpretability and effectively managing bias and noise.

Many systems lack adequate scalability design or rely excessively on blockchain's distributed nature, facing challenges
such as scaling issues, low transaction processing speeds, and interoperability problems. Techniques like distributed
storage, computing, data sharding, and parallel processing can enhance scalability. In privacy protection systems
integrating Al and blockchain, scalability is crucial due to processing extensive volumes of sensitive data,
necessitating careful consideration to ensure continuous and stable system operation.

Situation Analysis

The fusion of blockchain technology and Al has led to the development of systems effectively safeguarding user
privacy data. Challenges including data protection, access control, network security, and scalability must be
comprehensively addressed during the design phase based on practical considerations.

Privacy protection applications leveraging Al and blockchain technology can be categorized into three main groups:
loT applications, smart contracts and services, and large-scale data analysis techniques. Each category focuses on
distinct aspects of privacy protection, leveraging the combined strengths of Al and blockchain while addressing
scalability challenges and improving system performance. Ongoing research and development are necessary to address
complexities and considerations in this evolving field.

Conclusion and Outlook

This study has delved into the diverse application scenarios of privacy protection technologies amalgamated with
artificial intelligence (Al) and blockchain, elucidating their methodologies and evaluating critical characteristics. It
has also identified deficiencies in current systems and proposed recommendations for improvement. Finally, the study
has categorized and summarized these technologies based on their application scenarios and technical solutions,
providing valuable insights for advancing the fusion of Al and blockchain and offering novel perspectives for future
exploration.

Despite significant progress, challenges persist in the domain of privacy protection technologies integrating Al and
blockchain, particularly in balancing privacy preservation with data sharing. Exploring the fusion of Al and blockchain
for privacy protection remains a promising research avenue. Consequently, several approaches can be considered for
further integration:

1. Edge Computing: Utilizing edge devices for processing private data facilitates decentralization in edge computing.
With the substantial computational resources required for Al processing, integrating edge computing allows
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distributing computational tasks to edge devices. This reduces transmission latency and network congestion while
enhancing system processing speed and performance.

2. Multi-chain Mechanisms: Implementing multi-chain mechanisms can address performance and storage limitations
of single-chain blockchains, thereby enhancing system scalability. By integrating multi-chain mechanisms, data can
be classified based on distinct attributes and privacy levels, improving the security and storage capabilities of privacy
protection systems.
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