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ABSTRACT
ARTICLEINFO ) o . . o . .
Article History: Cloqd computing revolutionizes service provision by dellyerlng Vlﬁuallzqd
Received: services via the %ntemet.'The Cloud, a ubiquitous te.rm fo'r this online space, is
05.03.2024 managed by service providers. However, users engaging with cloud services face
T concerns regarding data security and privacy, fearing potential misuse by service
‘1456065 126524 providers, who may inadvertently expose sensitive data to unauthorized parties.

To address this challenge, we introduce a novel framework called the Cloud

Online: 10.04.2024 Information Accountability (CIA) framework, centered on the concept of data
Keyword:cloud computing, liability. Our framework outlines essential requirements and offers guidelines for
logging, privacy, security, achieving robust data accountability in cloud environments. Upon data
data sharing, information submission by the owner, the service provider gains full access and control over
accountability framework.  the data, typically governed by traditional access control mechanisms. To
enhance transparency and accountability, we propose an algorithm that
automates data access logging via JAR files, providing detailed insights into data
usage. Our approach aims to bolster trust, mitigate privacy concerns, and fortify
security in cloud computing ecosystems.
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Introduction

The Cloud Information Accountability (CIA) framework introduced in this study facilitates
automated logging and distributed auditing of pertinent access activities conducted by any entity,
across any Cloud Service Provider (CSP). The CIA framework comprises two key components:
the logger and the log harmonizer. Within this framework, a JAR (Java Archive) file is employed
to establish simple access control rules, governing permissions for entry and exit into cloud
storage. Consequently, data management within the cloud traverses a sophisticated and dynamic
hierarchical service chain, distinct from conventional environments.

To address these challenges, we propose a novel approach, the Cloud Information Accountability
(CIA) framework, which supports the concept of data responsibility. We delineate common
requirements and offer diverse recommendations to achieve data accountability within cloud
environments. For instance, when a user subscribes to a specific cloud service, they typically
transmit their data and associated access control policies to the service provider. Subsequently,
upon receipt of the data, the CSP is granted access permission rights, such as read, write, and
copy, utilizing standard access control mechanisms. Once access rights are granted, the data
becomes fully accessible to the service provider.

The CIA framework, as proposed in this study, facilitates automated logging and distributed
auditing of relevant access actions across various cloud services through its core components: the
logger and log harmonizer. The JAR file encapsulates a set of straightforward access control
rules, governing the authorization of cloud servers and potential data stakeholders to access the
content. Following successful verification, service providers are granted access to the data as
specified within the JAR. Depending on the configurations established during creation, the Java
Archive file offers usage control alongside logging capabilities. Each time data is accessed, the
JAR generates a corresponding log entry automatically.

Cloud computing heralds a paradigm shift in resource provisioning, offering an on-demand,
scalable model for accessing IT services over the internet. In this model, data management is
outsourced by the CSP to various entities within the cloud ecosystem, each forwarding
applications to subsequent entities, thus forming a chain of service provision.

Literature Review

a) Provenance Management in Curated Databases (Peter Buneman, Adriane P. Chapman, James
Cheney)

Curated databases across various fields, including bioinformatics, undergo extensive manual
annotation, correction, and data transfer from diverse sources. To assess the integrity and
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scientific value of such data, understanding its provenance—comprising creation, attribution, and
version history—is crucial. Traditional database systems offer limited support for tracking
provenance, particularly when data migrates among databases. This paper explores general
techniques for documenting provenance when data is copied between databases. We propose an
approach that monitors user actions during browsing of source databases and data copying into a
curated database, capturing these actions in a queryable format. An implementation of this
approach is presented and evaluated to assess the feasibility of database support for provenance
management. Our experiments demonstrate that while a native approach incurs high overhead,
simple optimizations can mitigate this to an acceptable level.

b) The Advantages of Elliptic Curve Cryptography for Wireless Security (Kristin Lauter,
Microsoft Corporation)

This article provides an overview of elliptic curves and their application in cryptography, with a
focus on the performance benefits offered in wireless environments compared to traditional
cryptosystems like RSA. Specific applications of elliptic curve cryptography in securing
messaging and identity-based encryption are discussed.

¢) Identity-Based Encryption from the Weil Pairing (Dan Boneh, And Matt Franklin)

We introduce a fully functional identity-based encryption scheme (IBE), offering chosen
ciphertext security in the random oracle model based on an elliptic curve variant of the
computational Diffie-Hellman problem. Precise definitions for secure identity-based encryption
schemes are provided, along with several applications for such systems.

d) Verifiable Security of Boneh-Franklin Identity-Based Encryption (Gilles Barthe, Federico
Olmedo, and Santiago Zanella-Beguelin)

Identity-based encryption (IBE) enables one party to send encrypted messages to another using
an arbitrary identity string as the encryption key, simplifying key management in public-key
cryptography. While the concept of IBE was introduced by Shamir in 1981, practical scheme
construction remained a challenge until Boneh and Franklin proposed a solution in 2001, which
leverages pairing-based cryptography. We present a game-based, machine-checked reduction of
the security of the Boneh-Franklin IBE scheme to the Bilinear Diffie-Hellman assumption,
accompanied by an analysis of its tightness through an exact security bound. Our proof
streamlines and elucidates the original Boneh-Franklin proof and is automatically verified using
a trusted checker.
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Existing System

* Cloud data management entails navigating a complex and dynamically evolving service chain
within the cloud environment.

* Traditional environments struggle to effectively accommodate such services.
* Ordinary web frameworks are typically employed for data auditing purposes.

» Standard web services are utilized for handling requests and responses.

a) Disadvantages
* User data lacks adequate security measures such as authentication.
» Implementation requires costly resources.

* Not conducive for small to medium-sized storage users.

b) Proposed System

* We advocate for a contemporary solution called the Cloud Information Accountability (CIA)
framework, centered on the concept of data liability.

* The CIA framework ensures end-to-end accountability in a highly decentralized manner.

» A comprehensive security analysis is provided, discussing strengths and reliability, while our
robust architecture implements Java Running Environment.

 Apart from generating a class file for authenticating servers or users, another class file produces
the appropriate inner JAR, while a third class file validates the JVM's integrity using oblivious
hashing.

* A timer mechanism is proposed to restrict access for security purposes.

* Securing the JVM enhances software tamper resistance capabilities to the JAR file, providing
integrity and confidentiality.

c) Advantages

* The CIA framework excels in maintaining lightweight yet robust accountability, integrating
elements of access control, usage control, and authentication.

* This technique effectively mitigates various attacks including man-in-the-middle, dictionary,
disassembling, and compromised JVM attacks.
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« It is suitable for both limited and extensive storage requirements.
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In this manuscript, we propose a robust approach that sequentially incorporates entities in the
order of their creation LR = (r1; . . . ; rki). Each entity is encrypted individually and subsequently
updated to the log file. Upon read-only requests, the internal JAR decrypts the data, generating a
temporary decrypted file. This file is then presented to the entity through a Java application
viewer. Suppose it is displayed to a user, they can interact with the data within the Java
application, opting out of methods that enable copying using hotkeys such as Print Screen.

a) Mode Setting

To ensure data owners are promptly and accurately informed about their data usage, our
distributed logging mechanism is complemented by a unique auditing mechanism. We support
two complementary auditing modes:

1) Push mode
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i1) Pull mode.

* Push Mode: In this mode, the harmonizer pushes the logs to the data owner (or auditor) in a
timely manner. The push action is triggered by either of the following two events: either a certain
time period elapses according to the temporal timer inserted as part of the JAR file, or the JAR
file exceeds the size stipulated by the content owner at the time of creation.

* Pull Mode: This mode allows auditors to retrieve the logs, providing explicit dynamic data
support to ensure the correctness and availability of users’ data in the cloud.

a) JAR Generation

The JAR file contains a set of access control policies specifying whether and how the cloud
servers, and potentially other interested parties (users, companies), are authorized to access the
information. Depending on the configuration settings, the JAR will provide usage control
combined with login credentials.

b) Logger Creation

To enable automated logging, we leverage the programming capabilities of the JAR files. User
information and related data items are stored in a nested Java JAR file, which serves as the
logger component. The outer JAR provides authentication to entities for accessing the data stored
in the JAR file. In this scenario, data owners may not be aware of the exact CSPs handling their
data. Therefore, authentication is based on the server's functionality. Data owners can grant
permissions in user-centric terms, contrary to the usual code-centric security offered by Java,
utilizing its Authentication and Authorization Services. Additionally, the outer JAR facilitates
the selection of the correct inner JAR based on the identity of the entities requesting the data.

c¢) Log Record Generation

The logger component generates the log records. Logging occurs with every access to the data in
the JAR, allowing data owners to review recent accesses to their own data at any time.

b) Algorithm

The utilization of push-pull strategies proves highly advantageous when dealing with large
volumes of data accessed within short timeframes. In such scenarios, if data transmission lacks
randomness, the logging file swells in size, leading to increased operational costs such as data
copying. Data owners typically favor the push mode, seeking consistent monitoring of data usage
over time. Automatic receipt of logs alleviates the burden on data analysts for such owners.
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Configurable parameters, including the maximum log size for push-out, are easily set during
logger component creation. Conversely, the pull strategy becomes crucial when a data owner
suspects misuse of their data, enabling immediate monitoring of content usage. A hybrid
strategy, blending the consistent information flow of the push mode with the on-demand
convenience of the pull mode, presents a practical solution.

c¢) Logging Mechanism

- The Logger Structure

- Log Record Generation
- Dependability of Logs
- Availability of JARs

- Accuracy of Logs

© 2013 Global Journals Inc. (US)

d) The Logger Structure

Automated logging relies on the programming capabilities embedded within the JAR file. A
logger component, housed within a nested Java JAR file, contains a user's data items and
associated log files.
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The outer JAR is responsible for authenticating entities seeking access to the data stored within
the JAR file. In scenarios where data owners lack precise knowledge of the CSPs managing the
data, authentication is tailored based on server functionality. For instance, a policy might dictate
that Server X can retrieve data if it functions as a storage server. Additionally, the outer JAR can
enforce data owner parameters, defined as Java policies, which are implemented on the data.

Access permissions within the Java Environment, governed by Java policies, reflect File System
Permissions. However, data owners can articulate access permissions in user-centric terms,
contrary to Java's typical code-centric security, utilizing its authentication and authorization
services. Furthermore, the outer JAR is responsible for selecting the appropriate inner JAR based
on the requesting entity's identity.

To facilitate log file retrieval, display enclosed data in a suitable format, and maintain a log file
for each encrypted item, each inner JAR stores encrypted data and class files. Two options are
supported:

- Pure Log: Records every data access solely for auditing purposes.

- Access Log: Performs logging actions and enforces access control. Denied requests are logged
with request time, while granted requests are additionally logged with access information and
allowed time period.

These logging methods encourage data owners to implement access conditions proactively (for
Access Logs) or reactively (for Pure Logs). For instance, billing services require Pure Logs,
while services with service-level agreements restricting access to sensitive information
necessitate Access Logs.

To execute these tasks, the inner JAR writes log records using class files. Another class file
coordinates with the log harmonizer, while a third encrypted class file facilitates data retrieval or
copying from the server. The system never stores secret keys.

Apart from containing one or more inner JARs, the outer JAR includes class files for
authenticating servers or users, and another for identifying the correct inner JAR. Additionally, a
third class file utilizes oblivious hashing to verify the JVM's validity. Furthermore, a class file
manages the Graphical User Interface for user authentication and Java Policy.
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e) Log Record Generation

The Logger Component generates log records for any access to the data within the JAR,
systematically adding new entries in order of creation LR= (rl; . . . ; rki). Each record ri
undergoes encryption individually before being appended to the log file. To ensure the accuracy
of log records, access time, locations, and actions are meticulously verified. Access time is
determined using the Network Time Protocol (NTP) to prevent manipulation by malicious
entities. By leveraging IP addresses, the JAR traces the location of Cloud Service Providers
(CSPs) using IP lookup techniques. Advanced methods are employed for precise location
determination. Additionally, if a trusted time stamp management infrastructure is available, it
can be utilized to record timestamps in the accountability log.

Recording actions on users’ data is crucial. The system supports four types of actions: view,
download, timed access, and location-based access. Each action is recorded or enforced
differently depending on the type of logging module employed:

- View: For entities with read-only permissions, the pure log updates the log record while Access
Logs enforce the action using the enclosed access control module. When a read-only access
request is made, the inner JAR creates a temporary decrypted file on-the-fly. If accessed by a
human user, the Java application viewer reveals the hidden file, enabling the entity to interact
with the data. Print screen copying methods are disabled, and data hiding measures are employed
to prevent unauthorized access.

- Download: Entities are permitted to save a raw copy of the data without logging access to the
copy. With Pure Log, the user's data can be directly downloaded in its original form via a
provided link. In the case of Access Logs, the entire JAR file containing the data is provided to
the entity for download.

- Timed Access: Access is granted for a limited period, recorded by both the pure log and Access
Log. The duration is calculated using the Network Time Protocol, and access is enforced only
when combined with view or download access.
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- Location-based Access: The pure log records the location of entities, while Access Logs verify
the location for each access. Data access is granted only to entities located at locations specified
by the data owner.

Dependability of Logs

The integrity of log records is crucial. To ensure this, the JRE within the logger component
should remain unaltered. A two-step process is employed to check the integrity of the logger
component:

1. The JRE is repaired before the logger is launched to guarantee the integrity of the
environment.

2. Hash codes are inserted to detect modifications of the JRE once the logger component is
launched, ensuring the original code flow is maintained.

The system must also contend with potential threats such as intruders storing JARs remotely to
disrupt the auditing mechanism or gaining control of the JRE running JAR files.

JARs Availability

To safeguard offline JARs from attackers, the Cloud Information Accountability system provides
a log harmonizer. This component performs two main tasks: managing JAR copies and
recovering corrupted logs. Each log harmonizer maintains copies of logger components holding
similar data items, ensuring integrity and availability without compromising user data.

Conclusion:

The system proposes innovative methods for automatically logging all data access in the cloud,
accompanied by an auditing mechanism. This mechanism empowers data owners not only to
audit their content but also to implement robust backend protection measures. Additionally, a
key feature of our approach is its ability to facilitate auditing of copies of data made without the
owner's knowledge.

Future Work

In addition to a class file designed for authenticating servers or users, another class file locates
the correct inner JAR, while a third class file verifies the JVM's integrity using oblivious hashing
techniques.
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