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ABSTRACT

The purpose of this research was to comprehensively evaluate the effectiveness of Cyber
Threat Intelligence (CTI) in enhancing security operations, while simultaneously
identifying the various barriers to its adoption. Additionally, the study aimed to provide
potential solutions to mitigate the identified barriers, to ensure successful adoption of
CTLA systematic review was undertaken to identify the main factors of enhanced
security operations. Relevant questions and statements were then developed from these
factors and a questionnaire was created using Google Forms. These questionnaires were
then distributed via email to a sample size of 50 information technology professionals.
These results were then analyzed using Microsoft Excel and SPSS. Overall, the research
revealed that companies who used CTI reported significant gains in threat detection and
response, risk management and threat-hunting abilities, which in turn lead to enhanced
security operations. According to the research, several factors prevented organizations
from adopting CTIl. Among these were technological, regulatory, ignorance-related, and
lack of executive support. Finally, to tackle these identified barriers the following were
proposed adopting comprehensive awareness and education programs, the formation of
an Executive CTI Steering Committees, structured CTI training and skills development
programs, technology assessment and modernization initiative-based initiatives,
proactive compliance, and legal strategies.
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Introduction

This research paper investigates the effectiveness of using Cyber Threat Intelligence (CTI) to enhance security
operations amid the increasing prevalence of cybersecurity breaches. Security professionals continuously seek
effective strategies to combat and mitigate cyber-attacks. CTI, defined by Tounsi and Rais (2018) as the process of
collecting, analyzing, and disseminating information about emerging cyber threats to support defensive measures
and decision-making, plays a crucial role in addressing cyber breaches. Similarly, Scarfone, Souppaya, and Masone
(2013) describe CTI as knowledge derived from data analysis about cyber threats to inform response decisions. Abu
et al. (2018) further explain CTI as gathering and examining data on cyber threats and vulnerabilities to understand
threat actors' methods and provide measures to prevent or reduce attack impacts. This study defines CTI as the
process of gathering and analyzing cyber threat data to devise mitigation strategies. Security operations, involving
activities and processes to detect, respond to, and mitigate cybersecurity threats, vary by organization size, from
single-person operations in startups to large teams in enterprises (Yazdinejad et al., 2022). This study aims to assess
how CTI can improve security operations within organizations. This study sets out to investigate the effectiveness of

using Cyber Threat Intelligence to improve Security Operations in organizations.
This first chapter seeks to discuss the following:

e What is CTI (Cyber Threat Intelligence.
e The issues that CTI seeks to address.

e The Rationale of using Cyber Threat Intelligence to improve Security Operations in organizations.

1.1 Issue

The ever-increasing cybersecurity threats pose significant challenges for organizations to secure their assets and
data. According to the Identity Theft Resource Centre (2021) cyber-attacks and security breaches have been on the
rise, there were 1,632 data breaches in the United States in 2021, exposing over 555 million records. This represents

a 21% increase in the number of breaches and a 300% increase in the number of records exposed compared to 2020.
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Figure 1 - Cybersecurity data breaches (Identity Theft Resource Centre, 2021).

According to the "2020 Cybersecurity Almanac” published by Cybersecurity Ventures; it is estimated that a
cyberattack occurs every 11 seconds globally. This statistic considers various types of cyber incidents, including
malware infections, ransomware attacks, data breaches, and phishing attempts. The frequency of cyberattacks

highlights the constant and evolving threat landscape that organizations and individuals face in the digital age

(Cybersecurity Ventures, 2020).
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Figure 2 - 2020 Cybersecurity Almanac published by Cybersecurity Ventures

Cyber breaches are also very costly the "Cost of a Data Breach Report 2021," conducted by IBM Security and the
Ponemon Institute, provides valuable insights into the financial impact of cyber breaches on organizations in 2021.
According to the report, the average cost of a data breach in 2021 was $4.24 million per incident, representing a

10% increase compared to the previous year.
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Figure 3 - Average cost of a data breach (IBM, 2021)

This statistic highlights the significant financial implications that organizations face when dealing with a cyber
breach. The cost of a data breach includes various factors, such as remediation efforts, investigation, legal fees,
customer notification, and potential loss of business. Additionally, indirect costs, such as reputational damage and

the long-term impact on customer trust, can further contribute to the overall financial burden.
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1.2 Rationale

While there is some evidence to suggest that CTl may be able to improve security operations, a systematic
understanding of how CTI contributes to improved security operations is still lacking. According to Abu et al.
(2018), CTI adoption is still in early state and the needs for research and development is required to fully utilize its

potential.

If it is shown that CTI can significantly improve security operations, thereby reducing cyber threats. This
information can greatly benefit most organisations as it would provide them with an option to reduce and mitigate

cyber breaches. The benefits to organisations would include data protection, good public image, cost savings etc.

The purpose of this research is to undertake a systematic review of the data that is currently available, to better

understand the corelation between CTI and security operations.

1.3 Research Question

How effective is CTI in improving security operations, and what are the barriers for its adoption?

1.4 Research Aim

The aim of this research is to comprehensively evaluate the effectiveness of Cyber Threat Intelligence (CTI) in
enhancing security operations, while simultaneously identifying the various barriers to its adoption. Additionally,

the study aims to provide potential solutions to mitigate the identified barriers, to ensure successful adoption of CTI.
1.5 Research Objectives
The research objectives are as follows:

1. Identify current suite of CTI tools and techniques.

2. Review the effectiveness of using CTI to improve security operations.

3. ldentify the factors that are hindering the adoption of CTI in organizations.

1.6 Research Framework

In the technology driven world that we currently live in, cyber breaches are now more prevalent than ever. Besides
the financial losses these cyber breaches also cost companies their reputation as well as competitive edge. Due to
this companies are always looking for better address these breaches. There is some research to suggest that using
Cyber Threat Intelligence can be a great tool for improving security operations and thereby reducing these breaches.
However, research on this topic is still lacking. The purpose of this study is to do a systematic review of the
currently available data, to examine if CTI is indeed an effective way of improving security operations in

organizations.
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The following framework would be used in this study:

Identify
current suite
of CTl tools
and
techniques.

1.7 Dissertation Structure

Cyber breaches are more prevelant than ever.
These breaches are costly and tarnish the reputation of companies.

How effective is CTl in improving security operations, and what are the
barriers for its adoption?

The aim of this research is to comprehensively evaluate the
effectiveness of Cyber Threat Intelligence (CTl) in enhancing security
operations. while simultaneouslv identifving the various barriers to its

Review the Identify the
effectiveness factors that
of using CTl to are hindering
improve the adoption
security of CTlin
operations. organizations.
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The following chapters addressed the researched objectives as defined above. In order to achieve these objectives

and answer the research question, the researcher embarked upon the following:

e Literature Review — The literature review examines the effectiveness of Cyber Threat Intelligence in
improving security operations. It also examines the barriers to adoption.

e Research Methodology — The honeycomb methodology was used. We examined existing studies and
created a questionnaire based on this. This questionnaire was then distributed to IT professionals of which
the results were analyzed.

e Findings and Analysis — The findings revealed that CTI was very effectiveness in improving security
operations. Barriers such as lack of awareness, technical expertise, lack of executive support, were also
identified.

e Conclusion — This research proved insightful as it provided a holistic view of the effectiveness of CTI as
opposed to previous research which focused on specific niches. It is recommended that more research be

conducted on this topic, using different methodologies such as experimentation.
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Literature Review
2.1 Identify current suite of CTI tools and techniques.

Cyber threat intelligence (CTI) plays a crucial role in modern cybersecurity practices by providing organizations
with actionable insights into potential threats and enabling proactive defense strategies. This section examines
various tools and techniques used in cyber threat intelligence, focusing on their capabilities, benefits, and
limitations. By exploring these tools and techniques, organizations can enhance their understanding of the cyber

threat landscape and bolster their cybersecurity defenses.
CTI tools

Malware analysis tools facilitate the identification, classification, and analysis of malicious software, helping
organizations understand their behavior and impact (Jones, 2019). Tools like VirusTotal offer online platforms for
analyzing suspicious files and URLS, providing insights into malware and potential threats (VirusTotal, n.d.). These
tools were crucial in dissecting the WannaCry ransomware code in 2017, revealing vulnerabilities and enabling the
development of countermeasures (Chen et al., 2017). However, their precision can be resource-intensive and require
expertise (Rascagneres et al., 2017). In contrast, Threat Intelligence Platforms (TIPs), such as IBM X-Force
Exchange, aggregate and analyze threat data from various sources, supporting informed decisions and automated
responses (Ucci, Aniello, & Baldoni, 2019; IBM Security, n.d.). TIPs were instrumental in mitigating the NotPetya
ransomware attack in 2017 by providing a comprehensive view of the threat landscape (Maggi et al., 2018).
However, they can be complex and costly to implement (Abawajy&Alazab, 2018). OSINT tools, like TheHarvester,
gather information from public sources to provide insights into external threats, although they may miss
sophisticated or non-public threats (Brown, 2018; TheHarvester, n.d.). Each CTI tool has its strengths: malware
analysis tools offer precision, TIPs provide comprehensive threat data aggregation, and OSINT tools monitor
external threats. A holistic cybersecurity strategy combines these tools to form a robust CTI ecosystem, enhancing

organizational resilience against cyber threats.
CTI techniques

According to Johnson (2017), Indicator-Based Analysis (IBA) identifies and analyzes indicators of compromise
(10Cs) such as IP addresses and file hashes to detect known threats, with Snort being a popular example of an
intrusion detection system utilizing I0Cs and signature-based detection (Snort, n.d.). IBA is effective in identifying
threats with known patterns, using 10Cs from threat intelligence feeds to detect and block malicious activity in real-
time (Liao et al., 2015). However, it is reactive and ineffective against novel threats (Green, 2016). Behavioral
Analysis, on the other hand, monitors and analyzes system behavior to detect anomalies and deviations from
expected patterns, identifying threats without known signatures. SIEM systems like Splunk use behavioral analysis
to identify insider threats and abnormal user activities (Splunk, n.d.; Jiang et al., 2019). Despite its strengths,
Behavioral Analysis can produce false positives and requires significant computational resources. Threat Hunting,
according to Anderson (2019), involves proactive searches for potential threats using hypotheses and human

expertise, valuable for identifying advanced persistent threats (APTs) (Lassalle et al., 2018). However, it is time-
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consuming and relies heavily on human skills. In conclusion, organizations should choose a CTI technique based on
their threat landscape, resources, and objectives. A unified CTI strategy combining IBA, Behavioral Analysis, and

Threat Hunting can dynamically defend against diverse cyber threats by leveraging the strengths of each technique.

2.2 Review the effectiveness of using CTI.

Enhancing Threat Detection and Response

According to Sedjelmaci et al. (2017) several studies have shown that integrating CTI into security operations
improves threat detection and response capabilities. Deliu et al. (2018) created their own CTI algorithm using a
mixture of Support Vector Machines, Topic modeling and Latent Dirichlet Allocation algorithms. The researchers
accessed and conducted experiments on hacker forum data from Nulled.1O, whose raw database had already been
compromised. 90% of the postings were determined to be security-irrelevant by the study using SVM filtering and
topic modeling. However, the other 10% revealed numerous cyberthreats. Leaked credentials and top-level domains
of compromised accounts were among the information regarding numerous cyber-threats that were revealed in the
extracted subjects. Figure 4 shows that this CTIl method extracted relevant, timely and actionable security related

information within minutes.

Data Set Processed # of topics | Time Elapsed
estimated (minutes)

Experiment Test Data (All words) 10 238.68
Security Relevant (All words) 10 16.76
Experiment Test Data (50,000 words) 10 71.54
Security Relevant (50,000 words) 10 6.41

Experiment Test Data (All words) 25 565.16
Security Relevant (All words) 25 38.55
Experiment Test Data (50,000 words) 25 152.91
Security Relevant (50,000 words) 25 13.72

Figure 4 - Time Performance Tests (courtesy 2018, IEEE)

Similar experiments were also conducted using the traditional method of a security professional manually analyzing
the data. In contrast, to the CTI experiments, which identified threats within minutes, the manual experiments took

days to identify the same threats.

Elasticsearch has become a key element of SIEM systems, making it easier to collect, store, and analyze huge
amounts of security-related data. Elasticsearch's real-time indexing and querying capabilities are used to correlate
security events and produce alerts, according to Salonen et al. (2018). Elasticsearch has been used by researchers to
examine logs produced by a variety of devices, such as firewalls, intrusion detection systems (IDS), and endpoints.
For their experiment, Almohannadi et al. (2018) used two honeypots dubbed Kippo and Dionea that mimic genuine
operating systems and gathered more than 500MB of log data over the course of more than a year through an
Amazon Web Services (AWS) cloud. To show data, build visualizations, and a dashboard for any scale of data, they

employed Elasticsearch. Figure 5 illustrates the experiment setup.
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Figure 5 - Elasticsearch experiment setup (courtesy Almohannadi et al.2018)
By analysing the log data, numerous different types of attacks were found. All of the keywords that were discovered
during the examination of the honeypot data are components that would be very useful in a threat detection and

response. Figure 6 shows the results of the Elasticsearch analysis.

Event Name No of time | % of occur-
occurred ring
login attempt 1, 889, 046 11.6%
root trying auth none 3, 839, 723 23.57%
root failed auth password 3,172, 791 19.48%
root trying auth password | 3, 172, 791 18.91%
unauthorised login 1, 889, 046 11.6%
got remote error 726, 436 4.46%
got channel direct-tcpip | 351, 466 2.16%
request
connection lost 1, 342, 279 8.24%

Figure 6 - Elasticsearch analysis results (courtesy Almohannadi et al.2018)

Despite its benefits, Elasticsearch poses cybersecurity challenges, especially in multi-tenant environments requiring
rigorous access control and encryption (Radulescu et al., 2019). Scalability and optimizing queries to reduce false
positives and enhance threat detection remain concerns (Wagner et al., 2020). CTI positively impacts threat
detection; Egele et al. (2008) highlight its role in detecting APTs through global threat data. A financial institution's
integration of CTl into its IDS thwarted a malware attack (Chen et al., 2019), and Rodriguez et al. (2020) describe
how CT]I aids in developing response playbooks. A retail company used CTI effectively against a ransomware attack
(Sullivan, 2018). However, CTI can overwhelm security teams with alerts (Roberts, 2017) and its timeliness is
questioned due to rapidly adapting threats (Carr, 2016). Integration challenges and relevance issues also arise
(Thomas, 2019; Donovan, 2020). CTI enhances threat detection and response, but alert overload, timeliness, and
integration complexities must be addressed. Organizations should evaluate their needs and capabilities to maximize

CTlI's cybersecurity benefits.



199

Improved Risk Management

TI plays a crucial role in risk management by providing timely and accurate information about emerging threats and
vulnerabilities. Krombholz et al. (2019) conducted a quantitative study, analyzing data from organizations using
CTI, and found that those leveraging CTI were better at identifying risks, prioritizing mitigation efforts, and
allocating resources effectively. Similarly, Aljuhami&Bamasoud (2021) examined the effects of CTI on risk
management in Saudi universities and concluded that using cyber threat data improves the ability to counteract
evolving threats. They also noted the need for stronger cybercrime laws and a national cybersecurity strategy in
Saudi Arabia (Alshammari et al., 2018). Kure et al. (2019) proposed the Integrated Cyber Security Risk
Management (i-CSRM) framework to address challenges in a rapidly changing threat landscape. The framework,
which includes critical asset identification, risk prediction through machine learning, and control effectiveness
assessment, was tested in Nigeria's DisCos electricity company. Following a 2-week blackout due to a remote access
incident, DisCos used the i-CSRM framework to improve service continuity and sustainability, demonstrating the
framework's applicability and effectiveness.

& Project #1 - IT Infrastructure Project For DISCOS n Progress @

Threat Modeling X

THREAT MODELLING ACTIVITY TIMELINE
Threat Name

Description

Resources Required skills Required

Related Attarck Patterns Indicators

Execusion Flow

Possible Assets Vulnerabilities

Figure 8 - Threat and vulnerability profile (courtesy Kure et al. 2019)

The participants concluded that the i-CSRM framework provides a thorough and holistic risk analysis based on
assets, threats, and vulnerabilities, making it an effective strategy for managing risks in critical infrastructure. This
framework, which integrates current standards with machine learning algorithms, aids stakeholders in understanding

and managing potential risks. The case study highlighted the need for an all-inclusive risk management system by
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comparing its findings with other studies. Several studies emphasize that Cyber Threat Intelligence (CTI) enhances
risk assessments by providing up-to-date threat intelligence, allowing organizations to prioritize risk mitigation
efforts effectively (Liao et al., 2019). Timely threat intelligence supports informed decision-making in risk
management by assessing threat severity and allocating resources appropriately (Campbell & Sample, 2018).
However, challenges include potential data overload, where organizations struggle to manage and extract actionable
insights from vast CTI data (Gordon et al., 2015), and the contextual gap, where CTI may lack relevance for specific
organizations (Koblitz et al., 2017). Effective CTI utilization also demands significant resources, which can be
challenging for smaller organizations (Mitre Corporation, 2020). Despite these concerns, the consensus is that CTI
enhances risk management through early threat detection, informed decision-making, and proactive risk mitigation,

making it a valuable asset for organizations.

EnhancedThreat Hunting

The WannaCry ransomware, which emerged in May 2017, infected systems worldwide and demanded a ransom in
Bitcoin for a decryption key (Herwig, 2018). Threat hunters collected Cyber Threat Intelligence (CTI) from various
sources, focusing on identifying indicators of compromise (I0Cs) linked to WannaCry, such as file hashes and IP
addresses (Dorais-Joncas &Grees, 2017). They used controlled environments and behavioral analysis tools to
uncover the malware's patterns (McMillan, 2017) and formulated incident response strategies to mitigate its impact
(Hosseini et al., 2016), leading to early detection and attribution to North Korea (Thomas, 2017). Similarly, CTI was
pivotal in exposing the Russian APT29, also known as Cozy Bear, by gathering extensive information on their
tactics, techniques, and procedures (Gao et al., 2021; CrowdStrike, 2020). Proactive threat hunting missions based
on this intelligence uncovered APT29's advanced malware and lateral movement (Doe, 2020). Despite CTl's
benefits, overreliance can lead to false positives and overwhelm threat hunters (Milajerdi et al., 2019; Thomas,
2017), and smaller organizations may lack necessary resources (Dorais-Joncas &Grees, 2017). In conclusion, while
CTI enhances threat hunting, a balanced approach is essential to avoid false positives, data overload, and resource

constraints, ensuring effective protection against evolving threats.

2.3 ldentify the factors that are hindering the adoption of CTI in organizations.
Despite the potential benefits of CTI adoption, several factors may hinder its adoption in organizations.

Lack of awareness: One factor that can hinder the adoption of CTI in organizations is the lack of awareness and
understanding of CTI. A study by the Ponemon Institute (2019) sheds light on this issue, revealing that a significant
portion of cybersecurity professionals remains uninformed about CTI or lacks a comprehensive understanding of its
potential benefits. The research findings indicate that merely 26% of the surveyed professionals demonstrated
familiarity with CTI. More concerningly, only 13% of the respondents reported having implemented CTI practices
within their respective organizations. According to Kott et al. (2019) this lack of awareness and limited integration

of CTI may be attributed to several factors. First, the rapidly evolving nature of the cybersecurity landscape makes it
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challenging for professionals to stay updated with new concepts and technologies like CTI. Second, the terminology
and concepts associated with CTI1 can be complex and technical, potentially discouraging professionals who are not
directly involved in threat intelligence. Thirdly, budgetary constraints and resource limitations can also hinder the
adoption of CTI. Implementing CTI effectively often requires dedicated tools, technologies, and skilled personnel,

which may not be readily available to all organizations.

Organizational Factors: Organizational factors play a significant role in hindering the adoption of CTI. One of the
primary factors is the lack of executive sponsorship and support, which has been identified as a major barrier (Gong,
2019). Without the backing of top management, CTI initiatives may struggle to secure the necessary resources and
support for successful implementation. Additionally, organizational culture and resistance to change can impede CTI
adoption (Risling, 2019). In some cases, organizational silos and communication gaps between different
departments hinder the sharing and utilization of CTI across the organization (Powers et al., 2021). Overcoming
these challenges requires a holistic approach that involves leadership commitment, cultural transformation, and

cross-functional collaboration.

Lack of Expertise: According to Zibak& Simpson (2019) expertise is crucial because CTI involves complex
processes such as data collection, analysis, interpretation, and timely response to emerging threats. He further
explains that understanding the nuances of specific malware families or advanced persistent threats (APTS) is crucial
for effective CTI analysis (Jones, 2019). To address the lack of technical expertise, researchers such as Alves et al.
(2016) and Das and Yelure (2019) propose a structured CTI training and skills development program. This program
includes technical training modules, certifications, and mentorship initiatives to empower the workforce with the

necessary expertise for effective CTI adoption.

Technological Factors: Technological factors also contribute to the challenges in CTI adoption. Integration
complexities arise due to the heterogeneity of existing security systems and tools within organizations (Aljohani et
al., 2019). Lack of interoperability between CTI platforms and existing security infrastructure can hamper the
effective sharing and utilization of intelligence. Organizations need to invest in technologies that facilitate seamless
integration and data exchange between different security solutions. Furthermore, the scarcity of skilled cybersecurity
personnel poses a significant challenge (Nakashima et al., 2022). Organizations often struggle to find and retain
professionals with the necessary expertise to effectively leverage CTI. To address this, investments in training and

development programs, as well as collaboration with educational institutions, are essential.

Operational Factors: Operational factors can impede CTI adoption by affecting its integration into existing
operational workflows. The lack of standardized processes for CTI utilization hinders its effective incorporation into
security operations (Grue et al., 2020). Organizations should establish standardized procedures and frameworks that
enable the seamless integration of CTI into incident response, threat hunting, and vulnerability management
processes. Furthermore, limited access to high-quality and timely CTI data sources poses challenges in obtaining
accurate and actionable intelligence (Carifio et al., 2021). Organizations should foster collaborations with trusted
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CTI providers, industry peers, and government agencies to enhance their access to diverse and reliable sources of
intelligence. Moreover, the dynamic nature of cyber threats requires continuous monitoring and updating of CTI,
which can strain resources and hinder its adoption. Automation and orchestration tools can help organizations

streamline these processes and ensure the timely delivery of actionable intelligence.

Regulatory Factors: Finally, regulatory, and legal factors can also hinder the adoption of CTI in organizations. CTI
involves the collection and analysis of sensitive data, and organizations must comply with data privacy and security
regulations when implementing CTI. Additionally, legal issues related to the sharing of CTI among organizations

can pose significant challenges to effective CTI adoption (Menges, Sperl, &Pernul, 2019).

Conclusion: The adoption of CTI in organizations is hindered by various factors, including organizational,
technological, and operational challenges. Addressing these barriers is crucial to fully realize the potential benefits
of CTI in enhancing cybersecurity posture. To overcome these hindrances, organizations need to prioritize executive
sponsorship, foster a culture of collaboration and information sharing, address technological integration issues,
invest in skill development, establish standardized processes, and ensure access to high-quality CTI data sources. By
recognizing and addressing these factors, organizations can enhance their ability to effectively adopt and utilize CTI
in their cybersecurity strategies.

2.4 Conceptual Framework

To achieve the research objectives and aim of answering the research question, the conceptual framework illustrated

in Figure 14 shows the necessary steps:
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Figure 16 - Conceptual Framework (courtesy Smallman 2023)
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